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Abstract

Modernnetworking applicationsreplicatedataandserviceswidely, leadingto a needfor location-
independentouting— theability to routequeriesdirectly to objectsusingnameghatareindependenof
the objects'physicallocations. Two importantpropertiesof a routing infrastructurearerouting locality
andrapid adaptationto arriving anddepartingnodes We shon how thesetwo propertiecanbeachieved
with anefcient solutionto the nearest-neighbgrroblem. We presenta new distributedalgorithmthat
cansolve the nearest-neighbgproblemfor a restrictedmetric space.We describeour solutionin the
context of Tapestry an overlay network infrastructurethat employs techniquegroposedby Plaxton,
RajaramanandRicha[16].



1 Intr oduction

In todays chaoticnetwork, dataandservicesare mobile andreplicatedwidely for availability, durability
andlocality. Thishasleadto arenavedinterestin techniquegor routingquerieso objectsusingnameghat
areindependentf location. Thenotionof routingis thatqueriesareforwardedfrom nodeto nodeuntil they
reachtheir destinationsTheimportanceof thelocation-independd routing problemhasspavneda hostof
proposalsmary of themin the contet of datasharinginfrastructuresuchasOceanStor§l3], FarSite[3],
CFS[11], PAST [8]. To permitlocality optimizations,it is importantthat the routing processuseas few
network hopsaspossibleandthatthesehopsshouldbe asshortaspossible.
Thesetof propertieghataroutinginfrastructureshouldexhibit is smallbut signi cant:

1. DeterministicLocation Objectsshouldbelocatedif they exist anywherein thesystem.

2. RoutingLocality: Routesshouldhave low stretdh!, sendingqueriesover the shortespathpossibleto
satisfythem.

3. Minimality and Load Balance Theinfrastructuremustnot placeunduestresson ary of its compo-
nents;thisimplies minimal storageandbalancecomputationaload.

4. DynamicMembeshig Theinfrastructureanustadaptto arriving anddepartingnodeswhile maintain-
ing theabore properties.

Althoughclearlydesirablethe rst propertyis notguaranteethy mostof thedeplo/ed peerto-peersystems
suchasGnutella[14] andFreeNef5]. This papemwill aguethatthelastthreepropertiesarecloselyrelated
to oneanotherandareachieved by aninfrastructurehatis capableof solvingthe nearest-neighbgroblem
efciently.

A simplerouting schemewould emplogy a centraldirectory of objectlocations. Objectsenerswould
publishthe existenceof objectsby insertingentriesinto the centraldirectory Clientswould sendqueriesto
the directory which forwardsthemto their destination.This solution,while simple,inducesa heary load
onthedirectorysener. Moreover, whena nearbysener happengo containthe object,the client muststill
interactwith thedirectorysenerwhichmaybequitefaraway. Theaverageroutinglateng of thistechnique
is , where is thediameterof the network — regardlesof the actualdistanceo the object. Worse,it is
faulttolerant,sincethe directorybecomes singlepoint of failure for thesystem.

SeveralrecentproposalsChord[18], CAN [17] andPastry[9], addresgheload aspecbf this problem
by distributing the directoryinformationover a large numberof nodes.In particular they cancan nd an
objectwith polylogarithmicnumberof application-lgel network hopswhile ensuringhatno nodecontains
muchmorethanits shareof the directoryentries.Moreover, they cansupporttheintroductionandremoval
of new participantsn the peerto-peernetwork. Unfortunately theseapproachesigni cantly increasehe
network lateng of nding the objectover eventhe olbvious centralizeddirectorysolution.

Anothersolutionis to publishan objects locationto every nodein the network. This solutionallows
clientsto easily nd the nearestopy of the object,but requiresa lot of work (andnetwork bandwidth)to
publishtheobject.Further this solutionrequiresknowledgeof the participantof thenetwork. In adynamic
network, maintainingalist of participantss a problemin its own right.

In this paper we describethe Tapestryoverlay routing andlocationinfrastructure. Tapestryusesasa
startingpoint the distributed datastructureproposedy Plaxton,RajaramanandRicha[16]. Henceforth,
we will referto this asthe PRRscheme This proposalprovided routinglocality (althoughwith a comple
routingscheme)andreasonablypalancedtorageandcomputationaload. Whatit did notprovide, however,
wasdynamicmaintenancef membership.The original statemenbf the algorithmrequireda staticsetof

IStretchis theratio betweerthe distanceraveledby a queryon its way to anobjectandthe minimal distanceto the object.



Scheme Dynamic Space Stretch,Metric Hops Balanced?,
CHORD[18] - yes
CAN [17] - yes
Pastry[9] yes - yes
This Paper(Tapestry) - yes
Awerhuch,Pelgy[1] no ,general no
PRR[16] no ,Special yes
PRR+ This Paper ,Special yes
PRRvV.0 + This Paper no ,general no
Tablel: In thistable, is the numberof nodes, , Wwhere is the network diameter We assume

the numberof objectsis O(n). Both stretchandhopsreferto an objectsearch.Irmmostcasesthetime for
insertionis givenwith high probability Also, in somecasesyariousmessagesanbe sentin parallel; we
did not allow for this optimizationin statingthe boundsin thistable.

participatingnodesaswell assigni cant work to preprocesshis setto generatea routing infrastructure.
Further shouldnodedail, the PRRschemevasunableto adaptto changes.
In this paper

We presenfTapestry;a simpli cation of the PRRschemédor objectlocation. While we cannotprove
that Tapestryobjectlocationmeetshe sameboundson stretchasthe PRRpaper but we notethatthe
simpli cation doesnotappeato hurtits performancdoo much.

We extend Tapestry(aswell asthe PRRapproach}o dealwith a changingparticipantset. We allow
nodesto arrive and departwhile maintainingthe ability for existing objectsto be locatedand nen
objectsto be published.Thisworksfor a supersebf the specializednetricspacghatPRRassumed.

We alsoobsere that a staticversionof the PRR schemecanbe usedfor generalmetric spacegi.e.
spaceshatdonotmeettheconditionassumedy PRR)to getresultssimilarto theresultsof Awerhuch
andPelg [1].

We notethatour goalsareto analyzethe simpleschemeshatarethe basisof the PRRandthe Tapestry
algorithms asmuchasto getthe bestpossibleasymptotiaesults.

We presenta summaryof someof the previousresultsandour resultsin Table1. We notethattheresult
for generaimetricscanbeimproved usingresultsof ThorupandZwick [19] to useonly space.

1.1 RelatedWork

Someschemeshatexhibit routinglocality includePlaxton RajaramanandRicha(PRR)[16] andAwerbuch
andPelg[1]. Bothallow thepublicationanddeletionof objectswith only alogarithmicnumberf messages
andbothguaranteea low stretch.The PRRschemends objectswith total lateng thatis within a constant
factorof optimalfor aspeci ¢ classof network topologies.Moreover, it ensureshatno nodehastoo mary
directory entries. Awerluch et al. route within a polylogarithmicfactor of optimal for generalnetwork
topologies. The Awerluch schemedoesnot explicitly dealwith load balancing,thoughit could perhaps
be modi ed to do so. Unfortunately both the PRR and Awerluch schemesssumdull knowledgeof the
participatingnodesor, equivalently they assumehatthe network is static.

Thereis alsoan alundanceof theoreticalwork on nding compactrouting tables[2, 15, 7, 20] whose
techniquesirecloselyrelatedto thosein this paper See10] for asuney. A recentandcloselyrelatedpaper




is thatof ThorupandZwick, who shaved a samplingbasedschemesimilar to thatof PRRcouldbe usedto
nd smallstretchroutingtablesand/oranswerapproximatealistancequeriesfor graphicalmetrics.

Most recentwork on peerto-peernetworks ignoresstretch. Chord[18] constructsa distributedlookup
serviceusinga logarithmic-sizedouting table. Nodesarearrangednto a large virtual circle. Eachnode
maintainspointersto predecessaandsuccessonodesaswell asalogarithmicnumberof “chords” which
crossgreaterdistanceithin thecircle. Queriesareforwardedalongchordsuntil they reachtheir destina-
tion. CAN [17] placesobjectsinto a virtual, high-dimensionaspace.Queriesareroutedalongaxesin this
virtual spaceuntil they reachtheir destination.Pastry [9] is basedonthe PRRschemerouting queriesvia
successk resolutionof digits in a high-dimensionahamespace.However, it doesnot provide the rout-
ing locality of the PRRscheme.All of theseschemegan nd objectswith a polylogarithmicnumberof
application-leel network hops,while ensuringhatno nodecontainamorethanits shareof directoryentries.
Moreover, they cansupporttheintroductionandremaoval of new participantsn the peerto-peemetwork.

Recentpeerto-peersystemsanlocateobjectsin a dynamicnetwork. Gnutella[14] utilizesabounded
broadcasmechanisnto searchneighbordor documentsFreeNet5] utilizes a chaoticrouting schemen
which objectsarepublishedto a setof nearesneighborsandqueriesfollow gradientsgeneratedby object
pointers;the behaior of FreeNetappeardo corverge somevhat toward the PRR schemewhen a large
numberof objectsarepresert. Neitherof thesetechniquesireguaranteedo nd objects.

Table1l summarizedelatedwork. In thetable, is the diameterof the network, and is the baseof
thelogarithmusedin PRR's schemeijt doesnotdependon , the numberof nodesin the network. For the
network distancaesultswe assumehatPRR's (describedn Section3) conditionholds.

1.2 Techniques

Thecruxof ourmethoddgor insertionanddeletionof nodesnto thenetwork lie in analgorithmfor maintain-
ing nearesheighborsn our restrictedmetric space.Our approactfollows thatKargerandRuhl[12], who
give a sequentiahlgorithmfor answeringnearesneighborqueriesin a similarly restrictedmetricspace.3

Karger and Ruhl describetwo datastructurespne basedon sampling(alsothe mainideaunderlying
the PRRschemehichis notdynamic,andonebasedn usingarandompermutatiorto help maintainthe
sampling.Thelatterapproachs dynamicandreminiscenbof the Chordnetwork infrastructure.

Ourresultcanbe usedto give a sequentiatlynamicalgorithmfor the nearesneighborproblemthatis
basedon the samplingapproach.Whenviewed as such,our algorithmgivesslightly betterspacebounds
thanthatof KargerandRuhl's ata correspondingostin runningtime.

We alsopointoutthatanalternateschemeéoy Plaxton,RajaramanandRichagivesalow stretchsolution
for generalmetric spaces.This follows from argumentssimilar to thoseusedby Bourgain [4] for metric
embeddings.In particular we shav that this schemdeadsto a covering of the graphby treessuchthat
for any two nodes and atdistance they arein atreeof diameter . Indeed,by modifying the
PRRschemealongthelines proposedoy ThorupandZwick [19] onecanimprove the spaceboundsby a
logarithmicfactor But we do notaddresshisissuehere.

1.3 Outline

The remainderof this paperis divided asfollows: Then Section2 describeghe detailsof the Tapestry
infrastructurehighlighting differenceswith the PRRschemeandintroducingconceptsandterminologyfor
theremaindef thepaper Section3 describehov we cansolve theincrementahearesheighbormproblem,
Section4 thenexplainshow this is usedaspartof insertinga node. Section5 discussesleletion. Finally,

2Thisis aqualitative statemenatthis time
3Clarksonalsopresentec very similar approactin [6].



Figure 1l: TapestryRoutingMesh. Eachnodeis linked to othernodesvia neighborlinks, shavn assolid
arrovs with labels.Labelsdenotewhich digit is resohed duringlink traversal.Here,node4227 hasanlL1
link to 27AB, resolvingthe rst digit, anL2 link to 44AF, resolvingthe secondligit, etc.

Section6 gives a simple proof that PRR strav man schemehaspolylogarithmicstretch. Section7 then
concludes.

2 The Tapestry Infrastructur e

Tapestry[2]] is the wide-areaocation and routing infrastructureof OceanStorg¢13]. Tapestryassumes
that nodesanddocumentsn the systemcanbe identi ed with uniqueidenti ers (hames)represente@s
stringsof digits. Digits aredravn from an alphabetof radix . ldenti ers are uniformly distributedin
the namespaceWe will referto nodeidenti ers asnode-IDsanddocumenidenti ers asglobally unique
identi ers (GUIDs). Amongotherthings,this meanghatevery queryhasa uniquedestinationGUID which
ultimatelyresohesto anode-ID.For astringof digits ,let  representhenumberof digitsin thatstring.

Tapestryinheritsits basicstructurefrom the datalocation schemeof Plaxton,Rajaramanand Richa
(PRR)[16]. As with the PRRschemegachTapestrynodecontaingointersto othernodegneighborlinks),
aswell asmappingshetweerobjectGUIDs andthe node-1Dsof storageseners(objectpointers). Queries
areroutedfrom nodeto nodealongneighboiinks until anappropriatebjectpointeris discorered,atwhich
pointthequeryis forwardedalongneighbotinks to thedestinatiomode.

2.1 The Tapestry Routing Mesh

TheTapestryroutingmeshis anoverlay network betweerparticipatingnodes.EachTapestrynodecontains
links to asetof neighborghatsharepre x eswith its node-I1D.Thus,neighborof node-ID  arerestrictedo
nodeghatsharepre xeswith ,i.e. nodesvhosenode-IDs satisfy forsome , . Neighbor
links arelabeledby their level number whichis onegreaterthanthe numberof digitsin the sharedore x,
i.e. . Figurel shaws a portionof theroutingmesh.For eachforward neighborpointerfrom anode
A to anodeB, therewill abadkward neighborpointer (or “backpointer”)from B to A.
Neighborsfor node are groupedinto neighborsets For eachpre x of andeachsymbol

, the neighborset containsTapestrynodeswhosenode-IDssharethe pre x . We will
referto theseas( ) neighborsof orsimply( ) nodes.Whencontet is obvious, we will dropthe
superscript . Let . Then,thecollectionof sets, , formthelevel- routingtable.Thereis a
routingtableat eachlevel, up to the maximumlengthof node-IDs.Membershign neighborsetsis limited
by constanparameter : . Further to the extentpossible, contains
all () nodes.



Property 1 (Consistency) If = ,forany ,thentherareno( ) nodesin thesystemWe referto
thisasa“hole” in 'sroutingtableat level , digit .

Propertyl impliesthatthe routingmeshis fully connectedMessagesanroutefrom ary nodeto ary
othernodeby resolvingthedestinatiomode-1Donedigit atatime. Letthesourcenodebe  anddestination
nodebe . Thenrouting proceedsy choosinga successiomf nodes: (rst
hop), (seconchop), (third hop), etc.

Property 2 (Locality) Thecrucial propertyshaedby bothTapestryandthe PRRschemes thateath
containghecloses{ ) neighbosasdeterminedya givenmetricspace Theclosesheighborwith pre x
is referredto asa primaryneighbor while theremainingonesare secondaryneighbors

Property?2 yields the importantlocality behaior of both the Tapestryand PRR schemes.Further it
yieldsa simplesolutionto the static neaest-neighboproblem Eachnode can nd its nearesheighbor
by choosingfrom the set . Section3 will discusshow to maintainProperty2 in a dynamic
network.

2.2 Routing to Objectswith Low Stretch

TapestrymapseachdocumenGUID, ,toasetof rootnodes =MAPRooOTS( ). We call theroot
setfor , andeach is aroot nodefor . It is assumedhat MAPROOTS( ) canbe evaluated
arnywherein the network.

To functionproperly MAPRoOOTS( ) mustreturnnodesthatexist. Thesizeof aroot set, ,is

smallandconstanfor all documentsThe simplestversionof the Tapestryinfrastructureutilizes
In this casewe canspeakof theroot nodefor agivennode, .

Property 3 (Unigue Root Set) Therootset, ,fordocument mustbeunique In particular MAPRoOOTS( )
mustgeneratethesame , regardiessof wheeit is evaluatedin the network.

Storagesenerspublishthefactthatthey arestoringareplicaby routinga publishmessagéowardeach
. Publishmessageareroutedalongprimaryneighborinks. At eachhop,publishmessagedeposit

objectpointess to the object. Unlike the PRR Scheme,Tapestrymaintainsall objectpointersfor objects
with duplicatenamedq(i.e. copies).Figure2 illustratespublicationof two replicaswith thesameGUID.

Queriesfor document routetowardoneof theroot nodes alongprimary neighborlinks until
they encounteanobjectpointerfor , thenrouteto thelocatedreplica.lf multiple pointersareencountered,
thequeryproceedso theclosesteplica. At thebeginningof thequery we selectarootnoderandomlyfrom

. Figure3, shaws threedifferentlocationpaths.In theworstcase a locationoperationinvolvesrouting
all thewayto root. However, if thedesiredobjectis closeto theclient, thenthequerypathwill intersecthe
publishingpathbeforereachingheroot with high probability

In the PRRschemegueriesroute by examiningall secondarnneighborsbeforeproceedingalongthe
primarylink towardtheroot. The numberof secondaryneighborss setaccordingio their metric spaceput
boundedby a constant.

Theorem 1l PRRandTapestrycanperformlocation-indepenehntrouting givenProperty3.
Proof: Thepublishingprocesensureshatall memberof containmappinggobjectpointers)between

andevery sener which contains . Thus,a queryroutedtoward ary will (in the worst case)
encountera pointerfor afterreaching . [



(4378)

Figure 2: Publicationin Tapestry To publishdocument8734, sener 39AA sendspublicationrequest
towardstheroot, leaving a pointerto itself ateachhop. Sener 8224 publishedts replicasimilarly.

/ %
@ (4378)

Figure3: Routingin Tapestry:ThreedifferentlocationrequestsFor instanceto locateGUID 8734 , query
sourcel97E routestowardstheroot, checkingfor a pointerat eachstep. At node1634, it encountersa
pointerto sener 1634 .




Obsewation 1 (Fault Tolerance)lf andthenamesn are unrelatedto oneanothey thenwe
canretry documentgueriesandtolerate a numberof faultsin the Tapestryroutingmesh.

In a generalmetricspaceijt is dif cult to make claimsaboutthe performanceof sucha system.PRR
restricttheir attentionto metric spaceshathave a certaineven-gravth property In particular they assume
thatfor agivenpoint , theratio of the numberof pointswithin ~ of andthe numberof pointswithin
distance of is boundedabore andbelon by constants.(Unlessall pointsarewithin ~ of .) Given
this constraint[16] shavs the averagedistanceraveledin locatinganobjectis proportionalto the distance
from that object,i.e. queriesexhibit stretch. Tapestryis a simplersystemandseemsgo provide low
stretchin practice.[2]

2.3 SurrogateRouting

The proceduredor publishingand queryingdocumentutlinedin Section2.2 do not requirethe actual
membershipof to be known. All thatis requiredis to be ableto computethe next hop toward the
root from a given positionin the network. As long asthis incrementalversionof MAPRoOOTS() is con-
sistentin its behaior, we achieve the samerouting andlocality behaior asin Section2.2. Assumethat
INCRMAPRoOTS( , ) producesnorderedist of the next hoptowardtherootsof from node .

InthePRRschemeMAPRoOOTS( ) producessinglerootnode whichmatchesn thelargestpossible
numberof pre x bits with . Ties are broken by consultinga global orderof nodes. The PRR scheme
speci esa correspondindNCRMAPROOTS() functionasfollows: the neighborsets, , aresupplemented
with additionalrootlinks that Il holesin theroutingtable. To routea messagéowardtheroot node,PRR
routesdirectlyto asif it werea nodein the Tapestrymesh. Whenthis processencounters holein the
neighbortablé, it continuedor oneadditionalhopalongoneof theseprecon gured‘root links”. Assuming
thatthesupplementalootlinks areconsistentvith oneanotherevery publishor queryfor document  will
headtowardthe samerootnode.

We call theabove processurrogaterouting sinceit involvesroutingtoward asif it wereanode,then
adaptingwhenthe procesdails. Rootsgeneratedn this way areconsideregurrogaterootsof

In adynamicnetwork, maintenancef theseadditionalpointerscanbetricky, sincethey follow from a
“global order”. Tapestrytilizesaslightly differentschemehatreliesoninformationlocalto eachnodeand
alreadypresenin theroutingtable. Ratherthan lling holesin the neighbortables,we routearoundthem.
Whenthereis no matchfor the next digit, we routeto the next lled entryin the samelevel of thetable,
wrappingaroundif needed.For example,if the next digit to be x edwas3, andtherewasno entry try 4,
then5, andso on. Whenthe routing cango no further (the only nodeleft in the currenttablelevel is the
currentnode),thatnodeis theroot. This schemads simplerthanthe PRRschemaunderinsertsanddeletes,
andmay have betterload balancingproperties.

Theorem 2 Suppos@ropertyl holds. ThentheTapestrywersionof surrogateroutingwill producea unique
root.

Tapestrys surrogateoutingmechanisnmayintroduceadditionalhopsover PRR;however, thenumber
of additionalhopsis independentf andexpectedo belessthan2 [21].

Obsewation 2 (Multiple Roots)Suriogate routing genealizesto multiple roots. First, a pseudo-andom
functionis employedo maptheinitial documentGUID into a setofidentiers , . Then,to
routeto root , wesurrogaterouteto

“Thisis highly likely, sincethe nodenamespaces sparse.



method ACQUIRENEIGHBORTABLE (NewNodeNam@levNodelR PSurogateNamg®SuriogatdP)
GREATESTCOMMONPREFIX(NewNodeNamePSuriogateNamg
maxLeel LENGTH( )
startList ~ACKNOWLEDGEDMULTICAST (PSuriogatelP, , SENDID[Ne~nNodelR NevNodeNamp
4 BUILDTABLEFROMLIST(startli st, maxLevel)
for i =maxlevel-1to O
list GETALLLEVELS(nheighbors] 1)
BuiLDTABLEFROMLIST(list, i)
end ACQUIRENEIGHBORTABLE

wWN P

~N O Ol

method GETNEXTLIST (neighborlist, level)
1 nextList
2 for neighborlist
3 temp GETFORWARDANDBACKPOINTERS( , level)
4 nextList KEEPCLOSESTK(temp nextList)
5 return nextList end GETNEXTLIST
Figure4: Building a NeighborTable

3 Building Neighbor Tables

Thoughhbuilding the neighbortableis not the rst stepin the insertionprocessit is the mostcomple
andinterestingstep,so we discussit rst. We wantto build the neighborsets, for a new node .
Thesesetsmustadhereto Propertiesl and2. This amountsto solving the nearesheighborproblemfor
mary differentpre xes. A recentpaperby KargerandRuhl[12] providesa methodfor solvingthe nearest
neighborproblemin the samemetric spaceaswe considerhere. The methodwe presentelon hasworse
time boundsthantheir results but requiresno additionalspaceover the PRRdatastructures.

As in [16], we make the following constrainton the network. Let denotetheall pointswithin
of ,and denotethe numberof suchpoints. We assumehat
(1)
for someconstant . PRRalsoassuméhat , but we will notneedthat. Noticethatour

expansionpropertyis exactly thatusedby KargerandRuhl [12].

Figure4 shavs how this is done. We startwith a list of all nodesmatchingsomepre x; we getthis
list via a multicast. Thengeneratea new list consistingof all the nodesknown by thenodeson the rst list
matchingthe next pre x; thatis, both forward neighborlinks and backpointers.We thentrim this list to
includeonly theclosest nodesandcontinueuntil we nd theclosest nodeswith theemptypre x.

We thenusetheseliststo Il in the neighbortable. In particularto Il in level of the neighbortable,
we look in thelevel- list. For , we keepthe closestodewith pre x Af ,
thenwith high probability we know thereis one(or indeed,ary constanthumberof suchnodeson thelist
for every .

Theorem 3 If the is theexpansionconstantof the networkand (whee isthedigit size) thenthe
algorithmof gure 4 will producethe correctneighbortablewith high probability.

The new nodealsoinduceschangeson othernodesneighbortables. In Theorem4, we prove thatary
nodeneedingto updateits level link is oneof the closest nodesfor level- with high probability We
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method INSERT (gatevaylP, NewNodelR NewNodeNamé
1 (PSurogatelP, PSurogateName  ACQUIREPRIMARY SURROGATE (gatevaylP, NevNodeName
2 GREATESTCOMMONPREFIX(NewNodeNamePSuriogateNamg
3 ACKNOWLEDGEDMULTICAST (PSurogatelP, , LINKANDTRANSROOT[NewNodelR NevNodeNamp
4 ACQUIRENEIGHBORTABLE (NewNodeNam@&evNodelRPSuriogatelP, PSurogatelP
end INSERT

Figure5: NodelnsertionRoutine. Theinsertionprocessegins by contactinga gatevay node,whichis a
memberof the Tapestrynetwork. It thentransfersobjectpointersandoptimizesthe neighbortable.

method ACKNOWLEDGEDMULTICAST( ,FUNCTION)
apply FUNCTION

if NOTONLYNODEWITHPREFIX( )
for to
neighbor GETMATCHINGNEIGHBOR( )
if neighborexists
ACKNOWLEDGEDMULTICAST (GETIP(neighba) , FUNCTION)

wait
SENDACKNOWLEDGEMENT()
end ACKNOWLEDGEDMULTICAST

cO~NO O WN -

Figure6: AcknowledgedMulticast

assumenerethatwe only needoneneighbor but it shouldbe clearhow to extendthis proofto handleary
constanhumber

Theorem4 If node hasa primaryforward pointerto  (so istheclosesihodeto  with pre x ),
thenwith high probability,  is amongthe closesinodeso

Sinceeachnodehasan expectedconstantumberof pointers,the expectedtime of this algorithmis
perlevel or overall.

The numberof backpointerds lessthan with high probability so we get a total time of
with high probability But onecando better Using the techniqguesof Theorems3 and Theo-

rem4, onecanarguethatwith high probability all thevisitedlevel nodesarewithin aball of radius
Further with high probability thereareonly level nodeswithin . Thismeanswe visit only

nodesperlevel, or nodesoverall.
Furthermorenoticethat - . Supposd¢he numberof nodestouchedat eachlevel is boundedoy
. We know (by theabove agument)that . Thetotal network trafc is boundedby

Butsincethe aregeometricallydecreasingthey sumto somethingo , Sothetotal network trafc is



4 Nodelnsertion

In this section,we will describethe overall insertionalgorithm,usingthe nearesneighboralgorithmasa
subroutine We would like the network aftertheinsertionto be the sameasif we hadbeenableto build the
network from staticdata. This meansmaintainingthefollowing invariant.

Property 4 If node is onthepathbetweera publisherof object andtherootof object ,then hasa
pointerto object .

In this sectionwe will shav thatif Propertyl, Property2, andproperty4 hold, thenwe caninserta node
suchthatall threeaftertheinsertion,andthe new nodeis partof the network. It may however, happerthat
duringanodeinsertion,oneor both of the propertiess temporarilyuntrue. In the caseof Propertyl, this
canbe particularlyserioussincesomeobjectsmay becometemporarilyunavailable. Sectiond.3will shav
how thealgorithmcanbe extendedo eliminatethis problem.

Figure5 shaws the basicinsertionalgorithm. First, the nev nodecontactsthe closestmatchingnode.
Thenthe node contactsthe subsetof nodesthat mustbe noti ed to maintainPropertyl. Thesearethe
nodesthat have a hole in their neighbortable that the nev nodeshould Il. We usethe function Ac-
KNOWLEDGEDMULTICAST (detailedSection4.1)to dothis. As a nal step,we build the neighbortables,
asdescribedbefore. Notice that we can usethe multicastin step3 of the insertionalgorithmto getthe
startList of thenearesnheighbortablealgorithm.

We would alsolike to maintainProperty4. This meanghatall nodesonthe pathfrom anobjects sener
to the objects root have a pointerto thatobject. Onceagain,therearetwo casespnewherenot xing the
problemmeansthat the network may returnthe incorrectansweyr and onewherenot xing the problem
makesthe network slow.

First, the function LINKANDTRANSROOT from Figure 5 transfersary objectpointersthat shouldbe
rootedat the new node,anddeletesary pointersthatshouldnot nov be onthe currentnode. If we do not
move the objectpointers,thenobjectsmay becomeunreachableFor performanceaeasonswhile building
the neighbortable, ary nodethat addsthe new nodeasa primary neighborrequestsa republishfor ary
objectthatwould have gonethroughthe new node.

4.1 AcknowledgedMulticast

To contactall nodeswith a given pre x we introducean algorithmwe call AcknowledgedMulticast. The
algorithmis shavn in Figure6.

To be valid, the pre x  mustbe a pre x of the receving node. Whena nodereceves a multicast
messagdor pre X , it sendghe messagéo onenodewith eachpossibleextensionof ; thatis, for each

, it sendghe messagéo onenodewith pre x if suchanodeexists. We know by Propertyl thatif an
-nodeexist, thenevery -nodeknows atleastonesuchnode. Eachof thesenodesthencontinueshe
multicast.

Becausene needto knowv whenthe algorithmis nished, we alsorequireeachrecipientto sendan
acknavledgmentto its parentafter receving acknavledgmentsfrom all its children. If a nodehasno
children, thenit sendsthe acknavledgmentimmediately When the node startingthe multicastgetsan
acknavledgmentrom eachof its children,we know thatall nodeswith thegivenpre x have beencontacted.

Theorem5 Whena multicastrecipientsendghe adknowledgmentll the nodeswith thegivenpre x have
beenreaded.

Thesemessageform atree. If thereare nodesreachedn the multicast,thereare edgesn the
tree. Alternatively, eachnodewill only receve onemulticastmessagesotherecanbe no morethan
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method FIXOBJECTPTRS (sendejdeletedNodebjPtr)
CONTINUEPUBLISH(senabr,delededNodeobjPtr)
oldsender GetOldSendeobjPtr)
if oldsender sender
TELLSENDERTODELETEPTR(sencker,delded\NodeobjPtr)
end FIXOBJECTPTRS

A WN PR

Figure7: FixObjectPtrs

suchmessagesent.Eachof thoselinks couldbethediameterf thenetwork, sothetotal costof amulticast
to nodeds

It is possibleto build a simplevariantof this algorithmwhereacknavledgmentsanda little additional
informationare sentto the originatingnode. With this modi cation, the multicastalgorithmrequiresless
time andno stateon theintermediatenodes.

4.2 Fixing Object Pointers

This is a specialpartial versionof republishthat maintainsProperty4. This functionis usedto rearrange
the objectpointersary time a nodechangests primaryneighbor Thisis not necessaryor correctnesshut
doesensurghenetwork performsbetter

In essencethe nodemakinga changesendsthe objectpointerup the new path. Fromthe placewhere
theold pathandnew pathmeet,a deletemessagés sentbackdown the tree. This requiresmaintaininga
last-hoppointerfor eachobjectpointer Whentherepublishmessageeaches nodeby a differentpaththan
theoriginal publishdid, a deletemessagés sentdown the old path.

If the nodeusesan ordinaryrepublish,(simply sendingthe messagdowardsthe root), it could leave
someobjectpointersdanglinguntil the next time out. For example,if eliminatingnodeA makesthe path
from someobjectto its root skip nodeB, thennodeB will still beleft with a pointerto the object.

Notice, however, that Property4 is not critical to the functioningof the system. If a nodeshoulduse
FixOBJECTPTRS but doesnot, thenperformancesufers, but becausehe root nodestill hasthe pointers,
the objectswill still be available. Further timeoutsandregular republisheswill eventuallyensurethatthe
objectpointersarein theright place.

4.3 KeepingObjects Available

In this section,we explain how the above algorithmcanbe extendedto keepobjectsavailableeven during
theinsertionprocessTo do this, we preventanobjectfrom having two rootsatthe sametime.

During thetime anodeis insertingitself, anobjectrequesthatwould go to thenewn nodeafterinsertion
may eithergo to thenew nodeor to its pre-insertiordestination.To keepobjectsavailable,if eitherof those
two nodegecevesarequestor anobjectit doesnothave, it mustbeableto forwardtherequesto theother
node.

If aninsertingnoderecevesan objectrequesfor anobjectit doesnot have, it sendshe objectrequest
backout, routingasif it did notknow aboutitself. Thatis, if thenew node lls aholeatlevel , it sendsout
a messageavith the level at to oneof the surrogatenodes.(This is possibleaven without a neighbor
table;thenen nodeneedonly know theidentity of onesurrogate.)rhe surrogateéhenroutesthemessagas
it would have if the new nodehadnotyet enteredhe network.

If a surrogatenoderecevesan objectrequestor anobjectpointerthatis hasalreadysendto the nev
node,it needsto forward it on to the newv node. But we wantto do this in sucha way thatthe surrogate

11



method OBJECTNOTFOUND (objectiD)
if (Inserting
level LENGTH(GREATESTCOMMONPREFIX(NewvNodeNamePSurogateNamp
RouTE(objectiDPSurogateNang level)
elseifnot ROUTINGCONSISTENTWITHNEIGHBORS(0bjectID)
RETRY RouTING(0bjectD,Neighborg
endif
end OBJECTNOTFOUND

Figure8: Misroutingandroutecorrectionto maintainobjectavailability

o0k, WN P

doesnot needto keepary stateto shav which nodesareinserting. Sowe requireall nodesto “checkthe
routing” of anobjectrequesbr publishbeforerejectingit. By this, we meanthatthe nodegestwhetherthe
objectmadea surrogatestepthatit did notneedto male. If it nds outit did make a surrogatestepinstead
of goingto the new node,the currentnoderedirectshe messagéo the newv node.

To make this work properly we requirethat the old root not deletepointersuntil the new root has
acknavledgedreceving them. If thisis done,thenthis systemalways nds theobject. If anobjectarrives
attheold root beforethe old root transfergointers everythingworksasif thenew nodedid not exist. If an
objectarrivesattheold root afterthethe nodehasmove pointers thenthe old root mustclearlyknow about
thenew node,andsois ableto forwardthe objectrequesbn, andthe nev nodeservicest.

If arequestfor an objectarrivesat the nev node,andthe new nodedoesnot yet have the pointer the
new nodeforwardsit on to the old root. If the old root doesnot know aboutthe nev node,it musthave a
copy of theobjectpointer If theold root doesknow aboutthe nev node,thenit would have forwardedon
the objectpointersalready If therequestrrivesat the new nodeafterit getsthe objectpointersthenall is
well.

It is possiblefor a requestfor a non-&istentobjectto loop until the insertionis complete;we canget
aroundthis by includinginformationin the messagdeademlboutwheretherequeshasbeen.=

4.4 Network Traf c

Ignoring objects,the total network traf ¢ requiredfor nodeinsertionis with high probability
where is the diameterof the network. Thetotal numberof hopsis with high probability The
rst stepis nomorecostlythansearchingor anobjectpointer and[16] arguesthat nding anobjectpointer
requires messagesThe multicasttakestime where is the numberof nodesreached.But
will besmallanda constantelatve to . Finally, building the neighbortablestakes messages.

If thereare objectsthatshouldbe onthenew node thenthe costof republishingall thoseobjectis at
most . Thisgive atotaltrafc of for objectpointermaves.

4.5 Simultaneouslinsertion

In a wide-areanetwork, insertionswill not happenoneat atime. If two nodesareinsertedat once,each
may getan older view of the network, so neithernodewill seethe other Suppose and areinserted
simultaneouslyTherearethreepossibilities:

'sand 'sinsertionsdo not intersect. This is the mostlikely case; needonly knov about
nodeswith high probabilitysothechancehat is oneof themis small.

12



Forsome ,  Shouldbeoneof the neighborof ,but hassomefurther neighbor
instead.

For some , istheonly possibleneighbor

In the rst casenothingneedsto be done. In the secondcase,if failsto getaddedto 's neighbor
table,thenthe network still satis esall objectrequestsbut the stretchmayincreaseBy reinsertinga node
afterarandomamountof time, we canensurethatthis smallproblemis only temporary

Thethird caseis amuchgreatercausdor concernsinceif hasaholewhere shouldbe,Propertyl
would no longerhold. This could meanthat someobjectsbecomeunavailable. This problemcanalsobe
solved by reinsertingthe node,but beforethe reinsertingoccurs,objectsmay be unavailable,andthis is a
seriousproblemwe wish to avoid.

We will now amguethatif we can serializethe multicasts,the rest of the insertionalgorithmis easy
Thatis, suppose and bothinsertthemselesat once. Let theircommonpre x be . If 'smulticast
reacheghe -nodescommonto boththeir multicastsbefore 'sdoesthen will know of . (Thesame
is obviously trueif wereverse and .) To seethis, noticethat is no differentthana nodecompletely
in the network for the purposef ‘s multicast. It is alsothe casethat  will ableto nd  duringits
neighbortablebuilding phasesinceall the necessarmodeshave forward pointersto . Thisis, in fact,the
only reasonwe usetheforwardpointersin the neighbortablebuilding algorithm.

Butwhathappensome -nodeseceve 'smulticastbefore 'sandotherreceve 'smulticastbefore

's? In this case,it is possiblethat neithernodewill notify the other (Noticethat and may be
multicastingto differentpre xes; 'smulticastpre x couldbe , while 'scouldbe for some , but
thisdoesnot affect theargument.)

To solwe this problem,we slightly modify the multicastalgorithmsothatit reachesnsertingnodes.

Onesolutionto this problemwould beto keepalist of recentmulticastmessagesiNe rejectthis solution
becausdt raisesa numberof problems.First, it requireskeepingstatethatis not usedin the commoncase.
Second,t is not clearhow long the time out shouldbe. If it is too short,thenkeepingthe extra stateis
pointlessput it is notworkableto keepthe stateforever.

Instead gachnodesendsdowvn a“wish list” of pre x esit couldnotreach.(Notethatthislist for agiven
level canbe compactlyrepresentedsa bit vectorof length , whereeachbit indicateswhethera nodewith
thatdigit wascontactedr not.) Any receving nodeschecksthe wish list to seeif it canreacharny nodeon
thelist. If it can,thenit sendghe multicastto the new node,adjustingthe pre x andhole patternto what
they would have beenhadthe nev nodebeencontactedat theright time.

The new versionis shavn in the appendix,in Figure13. In additionto theinformationpassedefore,
this nev multicastincludesthe setof expectedneighbortable holes. If ary nodereceving the multicast
noticesthat a hole hasbeen lled, it sendsthe multicastmessagdadjustingthe pre x andhole tableas
needed}o anodein theformerhole.

This canresultin mary multicastmessage$o a nev node. However, this is not a burden. First, this
is the uncommoncase. Second,t is rarethatthe nev nodewill be anything otherthana leafin the tree
(i.e. the new nodewill not have to forward the multicast). Finally, the nev nodecansuppressluplicate
multicastmessagesWhile this would be burdensomdor an establishedhode, keepinga little extra state
duringinsertionis notunreasonable.

Doingthis guaranteethefollowing fact:

Theorem6 Suppose and bothinsert. If ther is a nodethat receives 's multicastsbefoe 's,and
someothernodethatreceives 'smulticastbefoe 's,then will receive 'smulticastif shouldreceive
'smulticast.

Theproofisin theappendixSection6.
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method DELETESELF ()
SENDPOINTERSTOSURROGATES()
for level to maxLeel
SENDREPLACEMENT(backpointers,level, GETNEAREST(neighbors, level)

LEAVINGNETWORK (selfID,neighborg

for objectinters
FIXOBJECTPOINTERS(0)
end DELETESELF

OO0 A O WN P

Figure9: NodeDisintegration

5 Delete

In this sectionwe will talk abouthow nodesleave the network. We considertwo cases:voluntary and
involuntarydelete.A voluntarydeleteoccurswhena nodeinformsthe network thatit is aboutto exit. This
is clearly an optimistic situationthat permits xup of neighborlinks and objectpointers. An involuntary
deleteoccurswhena nodeceaseso functionwithoutwarning.

5.1 Voluntary Delete

A deletingnodeshouldremove itself in sucha way thatobjectlocationcancontinueseamlesslyWhenthe
node leavesthe network, several thingshappen.A nodeor setof nodeswill becomerootsfor objects
currentlyrootedat . Also, someobjectswhosepathsto the root wentthrough  will have usedifferent
paths.

The rst stepis to move theobjectpointersfor whichthe exiting nodeis theroot. This need€o bedone
via amulticast,sincethe exiting nodedoesnot have directknowledgeof its surrogatesNote, however, that
if we arewilling to tolerateobjectsbeingtemporarilyunavailable,this stepcanbe skipped.

The secondstepis notify neighborsthat the nodeis leaving the network. By itself, this could leave
neighboringnodeswith a hole in their routing table. The nodeswould not know if the table wasempty
becauseno nodeexiststo Il it or not, potentiallybreakingPropertyl. To preventthis, aspartof the“I'm
leaving” messagéescribedibove, for eachlevel |, theexiting nodesendgheclosetlevel node.Giventhat
information, the othernodescan maintaintheir neighbortables. (The neighbortableswill not be perfect
aftersuchadeletion,but nodesthatneedperfectneighbortablesmay alwaysreinsertthemseles.)

As a nal step,the exiting noderepublishesall objectson that nodeusing FIXOBJECTPOINTERS as
describedn Sectiord4.2.

5.2 Involuntary Delete

It will not alwaysbe possiblefor a nodeto deleteitself, so a practicalnetwork shouldhandleunexpected
deletes.We proposethat unexpecteddeletesbe handledlazily. Thatis, whena nodenoticessomeother
nodeis down, it doeseverythingit canto x its own state but doesnot attemptto x thestateof ary other
node.

A deletionwill notbenoticeduntil somenodetriesto senda messageo thenow-defunctnodeanddoes
not geta response Whenthat happensthe sendingnodeshould rst remove the nodefrom its neighbor
table.If thisproducesholein thetable,it will haveto doadditionalwork to ensurdPropertyl is maintained.
Secondijt shouldrRePUBLISHONDELETE all objectpointersthatwould have gonethroughthe newv node.
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method DELETEOTHER (deadNodg
createHole REMOVEFROMNEIGHBORS(neighbors deadNodg
if createHole
GREATESTCOMMONPREFIX(SelfName DeadNodg
DeadNodELENGTH( )+1]

ACKNOWLEDGEDMULTICAST ( , REQUESTNODE[ ])
for objptrin objectPointers
if USseEDDELETEDNODE(0bjptr,DeadNock)
REPUBLISHONDELETE(ddetedNode,0bjPtr)
end DELETEOTHER

00 ~N O O A OWN PP

Figurel10: DeleteOther

To ensurePropertyl, if deletingthe nodeleavesaholein theroutingtable, performsa multicastto
all nodessharingthe samepre x as andthe deadnode. If noneof thosenodesknows of a nodeto I
thehole,then assumesheholecannotbe lled, andshouldinform all thenodesouchedn themulticast.
Likewise,if doesnd anodeto Il thehole,it alsoinformsthe othernodes.Partial psuedocodés found
in FigurelO.

Therearetwo problemswith this schemeThe rst problemis thatthereinsertionmaytake alongtime
andit is not clearwhatto dowith objectrequestsn the meantime.

The secondpracticalproblemcould be moreserious.If a nodebecomesinreachablérom onepart of
thenetwork but is still reachabldrom the other thenpartof the network will deletethenode,andpartof it
will not. This problemwould never be detected.

It maybethattwo nodesnoticethe disappearancat aboutthe sametime andthatboth nodessendout
multicastmessagestHowever, the only problemwith multiple multicastmessages unnecessargnessage
trafc.

6 Object Location in generalmetric spaces.

Forary metricspace , weshav awayto routeto anobjectsuchthatthestretchis polylogwith
averagespacewhere is the size of an objectID, or . We remarkthatthis is the stravman
schemeproposedy Plaxton,RajaramanandRicha[16] withoutloadbalancingandis quite similarto the
schemeof ThorupandZwick [19].
Let be asetof randomlychosenpointsin the metric space,and let and
. Eachnodein the network storesthe closestnodein for eachpair . Also, eachnodein
storesalist of all network nodeswhich pointto it.

Supposeanode wantsto nd anobject . Thenstartingwith , asks(for all in parallel)
its representate in theset if it pointsto . If oneof themdoesit returnsthepointerto . If thisfails,
it tries for all . Noticethatthereis onenodein

Theorem7 Let bethelargest sudthattherissome  thatpointstoboth and . Wewill show
that with high probability Moreover, the aveage spaceusedby the data
structue is

Theproofin theappendixsectionA.1.
To loadbalancewe let rangeover all possiblelD pre xes,andonly search sthatarepre xesof
ID. Thisresultsin avery largetablesize.We do notknow how to ef ciently maintainthis datastructure.

S
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Conclusions

Oneof themostimportantaspect®f a peerto-peeroutingsystems theability to adaptto achangingsetof
participants We illustratehow to adaptto arriving anddepartingnodesin Tapestryalocation-indepeneht
routing infrastructure. This adaptationinvolves an ef cient, distributed solutionto the nearest-neighbor
problemaswell asa distributed algorithmfor maintaininga pre x-basedrouting mesh. Both of theseare
presentedor the rst timein this paper Thecostof ourintegrationalgorithmsis similarto thatprovidedby
othersystemghatdo not provide routinglocality. Theresultis aninfrastructurehatprovidesdeterministic
location,routinglocality, andload balancegvenin achangingnetwork. Thisis auniquesetof properties.
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A Appendix
A.1 General Metric Spaces
Recallthat is asetof randomlychosenpointsin the metric space,with and

. Eachnodein the network storesthe closestnodein for eachpair . Call thesepointers
outpointers. Eachnodein storesa list of all network nodeswhich point to it. Call thesepointers
inpointers. The averagespaces then , thoughthe nodesin store pointers.To

seethis, noticethata nodethe numberof in-pointersequalsthe numberof out-pointerssothetotal storage
is 2 out-pointerswhichis

Supposenode wantsto nd anobject . Thenstartingwith , asks(for all in parallel)
its representate in theset if it pointsto . If oneof themdoesit returnsthepointerto . If thisfails,
it tries for all
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TheoremA.1 (Theorem7) Let bethelargest sudithattherissome  thatpointsto both and
We will showthat with high probability.

Proof:

Let betheball around of radius , thatis, all thenodeswith in distance of

Now, considera sequencef radii suchthat for Cf
- wecall good.Wenow shov thatif thereexistsagood thetheoremholds.

Let be a goodradius. Thenconsider suchthat .
If is 1/2 of . Noticethatgivena , with constaniprobability therewill
exactly onememberof in theintersectiorandno othermembelin the union. We canview each asa
trial, andsincewe have trials, with high probability atleastonewill succeedAnd if thereis
thatpointsto both and ,when queries, will getapointerto ,so .

Wewill now arguethatyoucannothave bad . Suppose¢hat isbad.The
is lessthan-of . Noticethat contains
andsince . But this
can happenat most times, since (sinceit contains and ) andthe
network hasonly nodes.

Finally, if atary point containghewhole network, thenlet , andsincethere
is only oneelemenbof each , sothey will clearlybepointingtoboth and . [

Finally, noticethatif , thetotaldistancdraveledonlevel is ,
andthelateny (waitingtime)is . Sincetheremaybe levels,this meanghetotal lateng
is proportionalto andtotal distanceraveledproportionalto

A.2 SurrogateRouting

TheoremA.2 (Theorem 2) Supposé’ropertyl holds. Thenthe Tapestryversionof surrogaterouting will
producea uniqueroot.

Proof: Proofby contradiction.Supposdhatmessagefor anobjectwith ID  endroutingat two different
nodes, and .Let bethelongestcommonpre x of and ,andlet bethelengthof . Then,let

and bethenodeghatdothe stroutingstep;thatis, thetwo nodeghatsendthe messagéo different
digits. Notice that after this step,the rst digits of the pre x remainconstantn all furtherrouting
steps.Both and musthave the samepatternof emptyandnon-emptyentries.Thatis, if is
empty then mustalsobeempty or Propertyl is untrue.Soboth and mustsendthemessagen
anodewith thethesame th digit, sothisis a contradiction. [

A.3 Building Neighbor Tables

TheoremA.3 (Theorem 3) If the is the expansionconstantof the networkand (whee isthe
digit size),thenthealgorithmof gure 4 will producethe correctneighbortablewith high probability.

Proof: We mustshav thatgiventhe closetlevel nodes,we can nd thethe closestlevel
nodeslet betheradiusof thesmallesball aroundthe nev nodecontaining level matchesWe would
liketo shaw thatary node insidetheball mustpointto alevel nodewithin of thenew node.If
thatis thecasethenwe will query ‘sparentandso nd itself.

If , With high probabilitythereis atleastonelevel- nodethatis alsoa level- node,
so the distancebetween andits nearestievel- nodeis no morethan , sinceboth andthe
level- nodearewithin the ball of radius . By thetriangleinequality the distancebetweerthe nev
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method ACKNOWLEDGEDMULTICAST( ,FUNCTION, holepattem)
1 apply FUNCTION

2 MuLTICcASTTOFILLEDHOLES(holepattern)

3 if NOTONLYNODEWITHPREFIX( )
4  moreholes GETHOLES(neighbors )

5 for to

6 neighbor GETMATCHINGNEIGHBOR( )

7 if neighborexists

8 ACKNOWLEDGEDMULTICAST (GETIPneighbor , FUNCTION holepattem moreholes)
9 wait

10 SENDACKNOWLEDGEMENT()
end ACKNOWLEDGEDMULTICAST

Figure13: Acknowledgedmulticastwith athehole pattern

nodeandthenode pointsto is no morethan . (SeeFigurel12.) This meanghataslong as
, Mmustpointto anodeinside

Now, we mustshav that with high probability Let bethenumberof nodessuchthatthe

oneexpects level nodes.Where is chosemsmallenoughsuchthat . Now

let bethesizeof theball containing nodes.We considertwo caseslin the rst, theinnerball is hastoo
higha concentratiorof level nodesjn thesecondtheouterball hastoo low a concentration.

casel If . Thatmeansgthatthe ball containing contains nodes. Let be a randomvariable
representinghe numberof level- nodesin  trials. Thenwe wish to bound . But
, since . But .

case2 If , thenconsiderthe ball of radius  aroundthe new node. This ball mustcontain level-
nodes( is biggerthat ), sotheball of radius  mustalsocontain level- nodes.
Further we know the volumeof this ball is lessthan . Let bethe numberof level nodesthen
, andthisis thesameas , by Equationl. We

know that sowe canwrite , andthen
, andby choosing largeenough, canbemadelargeenougltsothatthiscanbemade
assmallaswelike. [

TheoremA.4 (Theorem A.3 (Backpointers)) If node hasa primary forward pointerto  (so isthe
closestnodeto  with pre x ), thenwith high probability, is amongthe closesinodes
to

Proof: We will shav thatthe probabilitythat is notamongthe closestnodesto canbe made
arbitrarily small. Let or thedistancebetween and . Considertheball around of radius
. (Shawvn in Figurell). Since istheneighbortableof |, thereis nonodein this ball with a matching
pre x. Further noticethattheball around containing nodesdoesnotcontain , soits radiusmustbe
lessthan . Finally, considerthe ball around of radius . It completelycontainghe ball around . We
know, then,thattheball around of radius containsno nodeswith pre x , but theball around of
radius contains nodesof pre x
Let bethenumberof nodesin thenumberof nodesin the smallerball around . We have two cases,
rst for large , andsecondor small .
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casel . The probability thatthereis no matchingnodeis , Where is the probabilitya
nodehasthepre x

case2 . Now, we considerthe probability the larger ball has  -nodes. Let be the total
numberof nodeswith pre x . Then . Since canbeconsideredisthesumof boolearrandom
variableswe canwrite that , If we set , thenwe
getthat . Now, let for suchthat . Thenthis
is lessthanor equalto . [

A.4 AcknowledgedMulticast

TheoremA.5 (Theorem 5) Whena multicastrecipientsendsthe adknowledgmentall the nodeswith the
givenpre x havebeenreaded.

Proof: Supposdghatnode recevesa multicastmessagdor pre x and is the only nodewhen
pre x . Thentheclaimis trivially true.
Now, we assumehe claim holdsfor apre x  of length , andwe will prove it thenholdsfor a pre x
of length . Supposenode recevesa multicastmessagéor apre x of length . The sendghe
multicastto a nodewith every possibleone-digitextensionof  (i.e., for all . Once
recevesall thoseacknavledgmentsall nodeswith pre x  have beenreachedSince waitsfor these
acknavledgmentsbeforesendingits own, when sendsits acknaviedgment,all nodesof pre x  have
beenreached. [
Thefollowing theoremdoesnot work unlessthe multicastpre x is de ned asspeci edin theinsertion
algorithm. This doesnot meanthat multiple insertionsfall apart;it just meanghatthe theoremstatements
becomecomplicatedandunwieldy thoughthe samedeascarrythrough.

TheoremA.6 (Theorem 6) Suppose and bothinsert. If there is a nodethat receives 's multicasts
befoe 's,andsomeothernodethatreceives 's multicastbefoe 's,then will receive 'smulticastif
shouldreceive 's multicast.

Proof: Therearethreecases:
casel: multicastedto a shorterpre x than . This caseis easy since doesnot needto receve
'smessagecase2: and aremulticastingto the samepre x. Suppose hasalreadyreceved 's
multicast. It nowv gets 's multicast. If  hasnot alreadybe contactedthenthe rst-level hole pattern
shavsaholewhere shouldbe,and forwardsthemessagéo .case3: multicastedoalongerpre x
than . Thisis verylike thepreviouscase.At somepointin the multicasttreefor , therewasanodethat
eithersentthemessagéo , or decidedthatit could not sendthe messagéo any ary nodewith thatpre x
of . Thesubtreeformedunderthatis exactly the setof nodesreachedby 's,soweknowv isin that
subtree. Thatmeanghatthe holepattern getswith ‘s multicastshavs aholefor ,so canforward
themessagéo . [
Whenmorethreeor morenodesareinsertedat once,the situationbecomesnorecomplicatedpecause
the newly insertednodesare more thanleavesin the multicast. In that case,they must maintaina list
of receved multicastsandforward thosemulticasts,if appropriateasthey learnaboutnen nodesin the
network.
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