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Abstract

It is desirableto store dataon datastorageservers such
asmail servers and�le servers in encryptedformto reduce
securityandprivacyrisks.But this usuallyimpliesthatone
hasto sacri�ce functionalityfor security. For example, if a
client wishesto retrieveonly documentscontainingcertain
words,it wasnotpreviouslyknownhowto let thedatastor-
ageserverperformthesearch andanswerthequerywithout
lossof datacon�dentiality.

In this paper, we describeour cryptographic schemes
for the problemof searching on encrypteddata and pro-
videproofsof securityfor theresultingcryptosystems.Our
techniqueshavea numberof crucial advantages.They are
provablysecure: they provideprovablesecrecy for encryp-
tion, in the sensethat the untrustedserver cannot learn
anythingabout the plaintext whenonly given the cipher-
text; they provide query isolation for searches, meaning
that theuntrustedservercannotlearnanythingmoreabout
theplaintext thanthesearch result; they providecontrolled
searching, sothat theuntrustedservercannotsearch for an
arbitrary word without the user's authorization;they also
supporthiddenqueries, so that the user may ask the un-
trustedserverto search for a secret word withoutrevealing
theword to theserver. Thealgorithmswepresentare sim-
ple, fast (for a documentof length � , the encryptionand
search algorithmsonly need�����	� streamcipherandblock
cipheroperations),andintroducealmostnospaceandcom-
municationoverhead,andhenceare practical to usetoday.
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1 Intr oduction

Today's mail servers such as IMAP servers [11], �le
serversandotherdatastorageserverstypicallymustbefully
trusted—they have accessto the data,andhencemustbe
trustednot to reveal it without authorization—whichintro-
ducesundesirablesecurityandprivacy risksin applications.
Previous work shows how to build encrypted�le systems
and securemail servers, but typically one must sacri�ce
functionality to ensuresecurity. The fundamentalproblem
is that moving the computationto the datastorageseems
very dif�cult whenthe datais encrypted,andmany com-
putationproblemsover encrypteddatapreviously had no
practicalsolutions.

In this paper, we show how to supportsearchingfunc-
tionality without any lossof datacon�dentiality. An exam-
ple is wherea mobile userwith limited bandwidthwants
to retrieve all email containingtheword “Urgent” from an
untrustedmail-storageserver in the infrastructure.This is
trivial to do whentheserver knows thecontentof thedata,
but how canwesupportsearchqueriesif we donotwish to
revealall ouremail to theserver?

Our answeris to presentcryptographicschemesthaten-
ablesearchingonencrypteddatawithout leakingany infor-
mationto theuntrustedserver.

� Our techniquesare provably secure. The techniques
provide provablesecrecyfor encryption,in the sense
that the untrustedserver cannotlearnanything about
the plaintext given only the ciphertext. The tech-
niquesprovide controlled searching, so that the un-
trustedserver cannotsearchfor a word without the
user's authorization. The techniquessupporthidden
queries, so that theusermayasktheuntrustedserver
to searchfor a secretword without revealingtheword
to theserver. Thetechniquesalsosupportqueryisola-
tion, meaningthat theuntrustedserver learnsnothing
morethanthesearchresultabouttheplaintext.

� Our schemesare ef�cient and practical. The algo-
rithms we presentaresimpleand fast. More speci�-



cally, for a documentof length � , the encryptionand
searchalgorithmsonly need ��� �	� numberof stream
cipherandblock cipheroperations.Our schemesin-
troduceessentiallynospaceandcommunicationover-
head.They arealso�e xible andcanbeeasilyextended
to supportmoreadvancedsearches.

Ourschemesall taketheform of probabilisticsearching:
a searchfor theword

�

returnsall thepositionswhere
�

occursin the plaintext, aswell aspossiblysomeotherer-
roneouspositions. We may control the numberof errors
by adjustinga parameter� in the encryptionalgorithm;
eachwrongpositionwill bereturnedwith probabilityabout

�����	�

, so for a 
 -word document,we expect to seeabout



�����

falsematches.The userwill be ableto eliminateall
the falsematches(by decrypting),so in remotesearching
applications,falsematchesshouldnotbeaproblemsolong
asthey arenot so commonthat they overwhelmthe com-
municationchannelbetweentheuserandtheserver.

This paperis structuredas follows. We �rst introduce
theproblemof searchingonencrypteddatain Section2 and
brie�y review someimportantbackgroundin Section3. We
then describeour solution for the caseof searchingwith
sequentialscanin Section4. We discussfurtherissuessuch
asadvancedsearchandsearchwith index in Section5. We
discussrelatedwork in Section6 and�nally weconcludein
Section7. AppendixA presentstheproofsfor all of proofs
of securityfor theseschemes.

2 Searching on Encrypted Data

We �rst de�ne the problemof searchingon encrypted
data.

AssumeAlice hasa setof documentsandstoresthem
on anuntrustedserver Bob. For example,Alice couldbea
mobileuserwhostoresheremailmessagesonanuntrusted
mail server. BecauseBob is untrusted,Alice wishesto en-
crypt her documentsandonly storetheciphertext on Bob.
Eachdocumentcanbedividedupinto `words'. Each̀ word'
may be any token; it may be a 64-bit block, an English
word,a sentence,or someotheratomicquantity, according
to theapplicationdomainof interest.For simplicity, wetyp-
ically assumethesèwords'havethesamelength(otherwise
wecaneitherpadtheshorter̀ words'or split longer`words'
to make all the `words' to have equallength,or usesome
simpleextensionsfor variablelength`words'; seealsoSec-
tion 5.3). BecauseAlice may have only a low-bandwidth
network connectionto the server Bob, shewishesto only
retrieve the documentswhich containthe word

�

. In or-
derto achievethisgoal,we needto designaschemesothat
after performingcertaincomputationsover the ciphertext,
Bobcandeterminewith someprobabilitywhethereachdoc-
umentcontainstheword

�

without learninganythingelse.

Thereseemto betwo typesof approaches.Onepossibil-
ity is to build upanindex that,for eachword

�

of interest,
lists thedocumentsthatcontain

�

. An alternativeis to per-
form a sequentialscanwithout an index. Theadvantageof
usingan index is that it may be fasterthan the sequential
scanwhen the documentsare large. The disadvantageof
usinganindex is thatstoringandupdatingtheindex canbe
of substantialoverhead.Sotheapproachof usinganindex
is moresuitablefor mostly-read-onlydata.

We �rst describeourschemefor searchingonencrypted
datawithoutanindex. Sincetheindex-basedschemesseem
to require less sophisticatedconstructions,we will defer
discussionof searchingwith an index until the endof the
paper(seeSection5.4).

3 Background and De�nitions

Our schemerequires several fundamentalprimitives
from classicalsymmetric-key cryptography. Becausewe
will prove our schemesecure,we useonly primitiveswith
a well-de�ned notion of security. We will list herethe re-
quiredprimitives,aswell asreviewing thestandardde�ni-
tionsof securityfor them. Thede�nitions maybeskipped
on �rst readingfor thoseuninterestedin our theoretical
proofsof security.

We adoptthe standardde�nitions of securityfrom the
provablesecurityliterature[2], andwemeasurethestrength
of the cryptographicprimitives in termsof the resources
neededto breakthem. We will saythatanattack � -breaks
a cryptographicprimitive if the attackalgorithmsucceeds
in breakingtheprimitivewith resourcesspeci�edby � , and
we saythata cryptoprimitive is � -secureif thereis no al-
gorithm that can � -breakit. Let ��
������

�������

�����

�	�

beanarbitraryalgorithmandlet � and � berandomvari-
ablesdistributedon �����

�����

. Thedistinguishingprobability
of � —sometimescalledtheadvantageof � —for � and �

is
Adv ��� �"!$#�% � �&� �$�

�('*)

!+#,% � �-� �$�

�.'

�0/

With this background,our list of requiredprimitivesis
asfollows:

1. A pseudorandomgenerator 1 , i.e., a streamcipher.
We say that 12
�354

� 6

is a �&78�:9 � -securepseu-
dorandomgeneratorif every algorithm � with run-
ning time at most 7 hasadvantageAdv �<;=9 . The
advantageof an adversary � is de�ned as Adv �>�

�"!+#,% � �?1 �A@CBED � �F�

�('G)

!$#�% � �A@$H �I�

�.'

� , where
@CBEDC�J@+H are randomvariablesdistributed uniformly
on 3

4
�

6

.

2. A pseudorandomfunction K . We saythat KL
M3ON�P

Q

�SR

is a �-78�:TU�V9 � -securepseudorandomfunction
if every oraclealgorithm � makingat most T oracle



queriesandwith runningtime at most 7 hasadvantage
Adv ��; 9 . The advantageis de�ned as Adv �<�

�"!+#,% �

N

�

�

�.'C)

!$#�% �

�

�

�('

� where � represents
a randomfunction selecteduniformly from thesetof
all mapsfrom

Q

to
R

, andwheretheprobabilitiesare
takenover thechoiceof

�

and � .

3. A pseudorandompermutation� , i.e., a block cipher.
Wesaythat � 
�3�� P��

�

� isa �-78�:TU�V9 � -securepseu-
dorandomfunctionif everyoraclealgorithm � making
atmost T oraclequeriesandwith runningtimeatmost

7 hasadvantageAdv � ;�9 . Theadvantageis de�ned
asAdv � �>� !$#.% �

�

�
	

����


�

�

�.' )

!$#,% ���

	

�

��


�

�('

�

where� representsarandompermutationselecteduni-
formly from thesetof all bijectionson � , andwhere
theprobabilitiesaretakenover thechoiceof

�

and � .
Noticethattheadversaryis givenanoraclefor encryp-
tion aswell asfor decryption;this correspondsto the
adaptivechosen-plaintext/ciphertext attackmodel.

In general,the intuition is that �-78�:TU�V9 � -securityrepresents
resistanceto attacksthat useat most 7 of�ine work andat
most T adaptivechosen-text queries.

Thereis of courseno fundamentalneedfor threesepa-
rateprimitives,sincein practiceall threemay be built out
of just oneoff-the-shelfprimitive. For instance,givenany
block cipher, we may build a pseudorandomgeneratorus-
ing thecountermode[3] or apseudorandomfunctionusing
theCBC-MAC [4].

We rely on the following notation. If � 
 3 P

Q

� R

representsa pseudorandomfunction or permutation,we
write ��� ��� � for theresultof applying � to input � with key

���

3 . We write ���E����� for the concatenationof � and � ,
and � �!� for thebitwise XOR of � and � . For theremain-
derof thepaper, we let 1 
 3

4

�

Q#"

bea pseudorandom
generatorfor some 
 , K 
 3

N
P

Q

�

� be a pseudo-
randomfunction,and � 
 3$� P%�

�

� be a pseudoran-
dompermutation.Typically we will have

Q

� �����

�����'& �

,
R

�������

�	�

�

, and � �

Q

P

R

� �����

�	�

�

.

4 Our Solution with SequentialScan

In this section,we introduceour solutionfor searching
with sequentialscan. We �rst start with a basicscheme
and show that its encryptionalgorithm providesprovable
secrecy. We thenshow how we canextendthe�rst scheme
to handlecontrolledsearchingandhiddensearches.Wede-
scribeour �nal schemewhichsatis�esall thepropertieswe
mentionedearlierincludingqueryisolationat theend.

4.1 SchemeI: The BasicScheme

Alice wantsto encrypta documentwhich containsthe
sequenceof words

�)(

�,/././ �

�

" . Intuitively, the scheme

worksby computingthebitwiseexclusiveor (XOR) of the
clear-text with asequenceof pseudorandombitswhichhave
aspecialstructure.Thisstructurewill allow to searchonthe
datawithout revealinganythingelseaboutthecleartext.

More speci�cally, thebasicschemeis asfollows. Alice
generatesa sequenceof pseudorandomvalues

6

(

�,/././ �

6

"

usingsomestreamcipher(namely, thepseudorandomgen-
erator 1 ), whereeach

6+*

is �

)

� bits long. To encrypt
a � -bit word

�

*

thatappearsin position , , Alice takesthe
pseudorandombits

6 *

, sets-

*


 �.�

6 *

�:K �0/ �

6 *

��� , andoutputs
theciphertext 1

*


 �

�

*

�2-

*

. Notethatonly Alice cangen-
eratethe pseudorandomstream-

(

�./,/./ �3-

" so no oneelse
candecrypt.Of course,encryptioncanbedoneon-line, so
thatwe encrypteachword asit becomesavailable.

Thereis some�e xibility in how thekeys
�

*

maybecho-
sen. Onepossibility is to usethe samekey

�

at every po-
sition in the document.Anotheralternative is to choosea
new key

�

*

for eachpositionindependentof all otherkeys.
Moregenerally, ateachposition,Alice caneither(a)choose

�

*

to bethesameassomeprevious
��4

(5 ;�, ), or (b) choose
�

*

independentlyof all thepreviouskeys. Weshallseelater
how this �e xibility allows us to supporta variety of inter-
estingfeatures.

Thebasicschemeprovidesprovablesecrecy if thepseu-
dorandomfunction K andthe pseudorandomgenerator1

aresecure.By this, we meanthat, at eachpositionwhere
�

*

is unknown, the values -

*

are indistinguishablefrom
truly randombits for any computationally-boundedadver-
sary. We formalizethetheoremasbelow.

Theorem4.1. If K is a �&78� 
��:9�N � -secure pseudorandom
functionand 1 is a �&78�:9

4
� -secure pseudorandomgenera-

tor, and if the key material is chosenas describedabove,
thenthe algorithm describedabove for generating the se-
quence ��-

(

�././,/M��-

"

� is a �-7

)76

�:9 � -secure pseudorandom
generator, where 9 �I
98"9

N#:
9

4 :

 � 


) �

�

�

�

�

�

Q

� � andthe
constant

6

is negligible comparedto 7 .

In otherwords,we expectthe basicschemeto be good
for encryptingup to about 
 max � ���

�<; �'& �>=�?A@

� words, if
the pseudorandomfunction and pseudorandomgenerator
areadequatelysecure.SeeAppendixA for a slightly more
precisestatementof thetheoremandfor a full proof.

The basicschemesupportssearchesover theciphertext
in thefollowing way: if Alice wantsto searchtheword

�

,
shecan tell Bob

�

and the
�

*

correspondingto eachlo-
cation , wherea word

�

mayoccur. Bob canthensearch
for

�

in the ciphertext by checkingwhether 1

*

�

�

*

is
of the form �CB �:K

�0/
�CB ��� for some B . Sucha searchcanbe

performedin linear time. At thepositionswhereBob does
not know

�

*

, Bob learnsnothingabouttheplaintext. Thus,
theschemeallows a limited form of control: if Alice only
wantsBob to beableto searchover the �rst half of theci-
phertext, Alice shouldrevealonly the

�

*

correspondingto



�

� � �

�

�

�

�

���

�

��	


���
��������

���

���

Plaintext

StreamCipher


���


Ciphertext

Figure 1. The Basic Scheme

thoselocationsandnoneof the
�

*

usedin thesecondhalf of
theciphertext.

As describedsofar, thebasicschemeis not terribly sat-
isfying: if Alice wantsto help Bob searchfor a word

�

,
eitherAlice mustrevealall the

�

*

(thuspotentiallyreveal-
ing the entiredocument),or Alice mustknow in advance
which locations

�

may appearat (which seemsto defeat
the purposeof remotesearching).However, we shall see
next how to takecareof this dif�culty .

4.2 SchemeII: Controlled Searching

Let �F
 3
N

P �����

�	��� �

3
N be an additionalpseudo-

randomfunction,whichwill bekeyedindependentlyof K .
The main ideais to chooseour keys as

�

*


 � �
���

�

�

*

� .
We requirethat

���

be chosenuniformly randomlyin 3 by
Alice andnever be revealed.Then,if Alice wish to allow
Bobto searchfor theword

�

, shereveals�
�

� �

�

� and
�

to
him. This allowsBob to identify all thelocationswhere

�

mightoccur, but revealsabsolutelynothingonthelocations
, where

�

*��

�

�

. This attainsour desiredgoal of con-
trolledsearching. Weshow thecorrectnessof thisapproach
in thefollowing theorem.

Theorem4.2. SupposeK is a �&78�"
��V9�N � -secure pseudoran-
domfunction, � is a �-78�"
��V9� � -secure pseudorandomfunc-
tion, and 1 is a �-78�:9�4 � -secure pseudorandomgenerator.
If the key material is chosenas describedabove, then
thealgorithmdescribedabovefor generating thesequence

��-

(

�,/././M�3-

"

� will be a �&7

) 6

�V9"! � -secure pseudorandom
generator, where 9"! � 
 8 9

N :
9

 :
9

4 :

 � 


) �

�

�

�

�

�

Q

� � .

This shows that our schemefor controlledsearchingis
aboutasgoodasthebasicscheme,if theunderlyingprim-
itivesaresecure.SeeAppendixA for a proof aswell asa
morepreciseformulation.

Variousextensionsof this ideaarepossible.If thedoc-
umentto be encryptedconsistsof a seriesof chapters,an
alternative approachis to generatethekey

�

*

for the word

�

in chapter 1 as
�

*


 � � �#� �3�C1 �

�

� � . This allows Al-
ice to controlwhich chaptersBob maysearchin aswell as
controllingwhichwordsBob maysearchfor.

We cantake this ideaevenfurtherby usinga hierarchi-
cal key managementscheme.Alice sets

�

*


 � �"$ ���?���01$� �

and % 
 � �
�#�

���

�

�

�

*

� � . Then she can reveal either
(1) �

 

�

�

;'&

(

	 (*)

=

���?���A1$� � for eachchapterof interestor (2)
�

�
� ���

�

�

�

� � itself if shewishesto succinctlyauthorizeBob
to searchfor

�

in all thechapters.
Thisschemestill doesnotsupporthiddensearchqueries:

in orderto let Bob searchfor the locationwherethe word
�

appears,Alice hasto reveal
�

to Bob. Weshallseenext
thatthis problemcanbeeasily�x ed.

4.3 SchemeIII: Support for Hidden Searches

SupposeAlice would now like to askBob to searchfor
a word

�

but sheis not willing to reveal
�

to Bob. We
proposea simpleextensionto theabove schemeto support
this goal.

Alice shouldmerely pre-encrypteachword
�

of the
cleartext separatelyusinga deterministicencryptionalgo-
rithm � �#� � . Note that � is not allowedto useany random-
ness,andthecomputationof � �#� � ��� � maydependonly on

� andmustnot dependon the position , in the document
where � is found. Sowe may think of this pre-encryption
stepasECB encryptionof the wordsof the documentus-
ing someblock cipher. (Of course,if the word is very
long,internallythemap �

�
� � maybeimplementedby CBC-

encrypting
�

*

with a constantIV, or somesuch,but the
point is thatthis processmustbethesameat everyposition
of thedocument.)We let �

*


 � ����� � �

�

*

� .
After thepre-encryptionphase,Alice hasa sequenceof

� -encryptedwords �

(

�,/././ � �

" . Now shepost-encrypts
that sequenceusing the stream cipher constructionde-
scribedabove to obtain 1

*


 � �

*

� -

*

, where �

*

�

���#� � �

�

*

� and -

*

�.�

6 *

�VK �
/

�-�

*

�3�8/

To searchfor aword
�

, Alice computes� 
 � � �#� � �

�

�

and
�


 � ���#� �&� � , andsends�-� �

�

� to Bob. Note that this



�

� � �

�

�

�

���

�

��	

�

�


���
��������

� � � � �

���StreamCipher


���


Ciphertext

� �

Plaintext

�

Figure 2. The Scheme for Hidden Search

allows Bob to searchfor
�

without revealing
�

itself. It
is easyto seethat this schemesatis�es the hiddensearch
propertyaslongasthepre-encryption� is secure.

4.4 SchemeIV: The Final Scheme

Careful readersmay have noticed that SchemeIII ac-
tually suffers from a small inadequacy: if Alice generates
keys

�

*

as
�

*


 � ���
�

�C���
� �

�

�

*

� � thenAlice canno longer
recover the plaintext from just the ciphertext becauseshe
would needto know �

�#� �
�

�

*

� (moreprecisely, the last �

bits of �
�

� � �

�

*

� ) beforeshecandecrypt. This defeatsthe
purposeof an encryptionscheme,becauseeven legitimate
principalswith accessto thedecryptionkeyswill beunable
to decrypt. (SchemeII alsohasa similar inadequacy, but
aswe will show below, thebestway to �x it is to introduce
pre-encryptionasin SchemeIII.)

We now show a simple�x for this problem.In the�x ed
scheme,we split the pre-encryptedword �

*

� �
�#� �

�

�

*

�

into two parts, �

*

� ���

*

�V�

*

� , where �

*

(respectively �

*

)
denotesthe�rst �

)

� bits(resp.last � bits)of �

*

. Instead
of generating

�

*


 � �
�

�
�C� �

�

*

� � , Alice shouldgenerate
�

*

as
�

*


 � ���#� ���

*

� . To decrypt,Alice cangenerate
6 *

using
thepseudorandomgenerator(sinceAlice knows theseed),
andwith

6 *

shecanrecover �

*

by XORing
6+*

againstthe
�rst �

)

� bitsof 1

*

. Finally, knowledgeof �

*

allowsAlice
to compute

�

*

andthus�nish thedecryption.
This�x is notsecureif the

�

*

'sarenotencryptedsinceit
mightbeverylikely in somecasesthatdifferentwordshave
the same�rst �

)

� bits. Pre-encryptionwill eliminate
this problem,sincewith high probability all the �

*

's are

distinct. (Assumingthat thepre-encryption� is a pseudo-
randompermutation,thendueto thebirthdayparadox[15],
theprobability thatat leastonecollision happensafter en-
crypting 
 wordsis atmost 
 � 


) �

�

����; �<& ���

(

=

/ )
With this �x, the resultingschemeis provably secure,

andin fact we canalsoshow that it providesquery isola-
tion, meaningthatevenwhenasinglekey

�

*

is revealed,no
extrainformationis leakedbeyondtheability to identify the
positionswherethecorrespondingword

�

*

occurs.

Theorem4.3. Suppose� is a �&78� 
��:9 � � -secure pseudoran-
dom permutation, K is a �-78�"
��V9

N
� -secure pseudorandom

function, � is a �&78�"
��V9� � -secure pseudorandomfunction, 1

is a �-78�:9�4 � -securepseudorandomgenerator, andwechoose
thekeymaterialasdescribedabove. Thenthealgorithmde-
scribedabovefor generatingthesequence��-

(

�,/././M�3-

"

� will
be a a �&7

)!6

�:9
!

� -secure pseudorandomgenerator, where
9

!
� 
>8,9�N

:
9� 

:
9�4

:

 � 


) �

�

�

�

�

�

Q

� � .
Moreover, if wediscloseone

�

*

andconsiderthereduced
sequence-

�

obtainedbydiscardingall the -

4

valuesat po-
sitionswhere

�

4

�

�

*

, thenweobtaina �&7

) 6

�:9

�

!

� -secure
pseudorandomgenerator, where 9

�

!

�I9"!
:

9
�
:




�

�

Q

� .

Strictly speaking,theproof of the theoremdoesnot ac-
tually require � to be a pseudorandompermutation:if �

denotesthe(keyed)mapsending
�

to the�rst �

)

� bits
of �

�#� �
�

�

� , thenwe canmake do with the muchweaker
assumptionthatcollisionsin � shouldberare.As a special
case,if the�rst � bitsof � ( �
	 �

)

� ) canbeshown to be
a pseudorandomfunction,then � will necessarilyhave the
requiredproperty, andwewill beableto provearesultanal-
ogousto Theorem3. This suggeststhat for pre-encryption
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Figure 3. The Final Scheme

of long blocksit maybeconvenientto take ���#� � �

�

� to be
thebit-reversal of theCBC encryptionof

�

underkey
�

� �

(usinga constantIV).
After encryptingword by word, Alice canalsore-order

the ciphertext accordingto somepseudorandompermuta-
tion (knownonly to Alice). In thiscase,whenBobperforms
thesearchof a word,hewill not beableto tell theposition
wheretheword occursin therealplaintext.

5 Discussion

5.1 Other Practical Considerations

We canseethatupdatesin this schemeareeasy. For ex-
ample,if Alice wantsto add a new documentinto Bob's
datastorage,shecan simply encryptit in the appropriate
way andinstructBob to appendit to thealready-storedci-
phertext. Moreover, sincethekeyscanbegeneratedhierar-
chicallyfrom amasterkey, thekey storageandmanagement
is alsovery convenient:Alice only needsto rememberone
password, themasterkey.

The underlyingtechniqueof embeddinginformationin
pseudorandombit streamsmay alsobe of independentin-
terest:wespeculatethatthissimpletrick mightproveuseful
for otherapplications,too.

5.2 Supporting Mor e AdvancedSearch Queries

Theschemeswepresentedearlieronly addresstheprob-
lem of searchingfor a singleword. We show several ex-

amplesto illustrate that it is relatively easyto implement
moreadvancedsearchingfunctionalityusingourschemeas
a fundamentalbuilding block.

It is clear that we can easily supportadvancedsearch
querieswhich use booleanoperators(e.g.,

�

and
�

�

),
proximity queries(e.g.,

�

near
�

�

), andphrasesearches
(e.g.,

�

immediately precedes
�

�

).
We canalsosupportsearchesif the queryis given asa

regularexpressionusing,e.g.,wildcardsin a limited form.
For example,if Alice wishesto searchfor theword � ��% � –�

'

,
thenshecanactuallygenerate26searchqueriesof theform

��� ��� ��� � ���././,/*��� ���

�

. However, the numberof queriesre-
quired (and the information leaked to the server) clearly
grows dramaticallyasthesearchword becomesmoregen-
eral.

For many applicationsthepurposeof thesearchis to �nd
documentswhich containa speci�c word, wherethe posi-
tion or thenumberof occurrencesarenot relevant. For ex-
ample,searchingemail is suchan application,wherethe
querytakeson theform “�nd all email from Joe”. For this
application,the previous searchschemesleaked informa-
tion, sincetheserverwould know thepositionsof theword
in thedocument,orat leastthefrequency of awordin adoc-
umentin casetheword orderis scrambled.Sincewe only
needto know whethera given documentcontainsa word,
we can usethe following trick. We add a count to each
word, which countshow many timesthatword occurspre-
viously in thatdocument.For example,the�rst occurrence
of theword “urgent” is storedas �?��� urgent� , thesecondoc-
currenceas �

�

� urgent� , etc. This allows Alice to searchfor



the �rst occurrenceonly, if shewishesjust to identify the
documentswheretheword appears;andBob doesnot gain
any informationaboutotherpositionsof thesearchtermin
the document.As an additionalfeature,this encodingal-
lowsAlice to searchfor documents,thatcontain� or more
occurrencesof theword

�

by searchingfor ���

) �

�

�

� .

5.3 Dealingwith Variable­Length Words

In our scheme,theminimal unit we cansearchfor is an
individualword. Sofarwe haveassumedthatthecleartext
can be easily broken into a sequenceof words of a �x ed
length.But thismightnotbetruein anormaltext document.
For example,if the minimal unit of searchinterestis one
Englishword,thenwehaveto dealwith thefactthatEnglish
wordsdiffer in length.

Onepossibility is to pick a �x ed-sizeblock that is long
enoughto containmost words. Words that are too short
or too long may be paddedto a multiple of the block size
with somepre-determinedpaddingformat. (Note that the
paddingcannotbe randomsinceAlice needsto know the
paddingin orderto performthe search.)However, sucha
paddingschemewould introducespaceinef�ciency. Also,
for securityreasonswecannotdecreasetheword lengthbe-
low acertainlimit.

Anothersolutionis to usevariablelengthwords. In this
case,to supportrandom-accessdecryption,the length of
eachwordalsoneedsto bestoredwith theword. Onenatu-
ral approachis to storethelength�eld beforeeachword in
the�le, andto gluethelength�eld andwordtogetherasone
word to performencryptionandsearchusingour standard
schemes.

Whenwordslengthsmayvary, it is importantto hidethe
length information from the server, becauserevealing the
lengthof eachwordmight allow for statisticalattacks.For-
tunately, in this casethe server doesnot needto know the
lengthsto performa search:he may just scanthroughthe
�le and checkfor a matchat eachpossiblebit boundary.
In this case,thecostof eachscanis increased,becausethe
numberof operationsis determinedby thebit-lengthof the
documentratherthanby thenumberof blocksin thedocu-
ment.However, suchanapproachmayprovidebetterspace
ef�ciency thanis availablewith a block-orientedscheme.

5.4 Searching with an Encrypted Index

Sequentialscanmay not be ef�cient enoughwhen the
data size is large. For some applications, i.e. large
databases,a commontechniqueto speedup the searching
is to usea pre-computedindex. Herewe show how we can
answersearchquerieswith the aid of an encryptedindex
withoutsacri�cing security.

An index containsa list of key words; with eachkey
word is a list of pointersto documentswherethekey word
appears.Thekey wordsarewordsof interestthatAlice may
wantto searchfor later. Alice cancertainlybuild theindex
of hercleartext documentsandthenencryptthecleartext
andtheindex andstoretheciphertext onBob. Theinterest-
ing questionis how to encrypttheindex.

A naive way would be to just encryptthe key wordsin
theindex andleavethelistsof positionsin clear. Thismakes
it easyfor Bob to performsearchqueriesonAlice'sbehalf,
but also leaksa lot of information to Bob andhencemay
allow him to applyvariousstatisticalattacks.Therefore,we
rejectthis naiveapproach.

A simplewayis to alsoencryptthedocumentpointersin
eachlist in theindex. Consequently, whenBobsearchesfor

� �

�

� and�nds amatch,hereturnsAlice theencryptedlist
of matchingpositionsfrom the index. Alice may decrypt
the encryptedentriesandsendBob anotherrequestto re-
trieve the relevantdocuments.Onepossibleadvantagefor
this schemeis that the requestcouldbeembeddedin other
retrievalssothatBobmight haveuncertaintyaboutthecor-
relationof the searchrequestand the retrieval requestfor
ciphertext. The disadvantageis thatAlice hasto spendan
extra round-triptime to retrievethedocuments.

If Alice doesnot want to wait for an extra round-trip
time,or if Alice would likeBobto mergetheresultsof sev-
eralsearchqueriesfor her, othertechniquesarealsoavail-
able. For example,shemay encryptthe list of document
pointersin the index using a key

�

( related � �

�

� , i.e.
�

(

� ���#� � � ��� �

�

� � . Hence,whenAlice wantsto search
for the word

�

, shewill reveal ��� �

�

�8�

�

(

� to Bob. In
orderto preventBob from doing statisticalanalysison the
index, it is betterto keepthelists of pointersin a �x ed-size
list. For wordsthatappearinfrequently, Alice canpadthe
list to the �x ed size. For morecommonwords,Alice can
split thelong list into several lists with the �x edsize;then,
to searchfor sucha word, Alice will needto ask Bob to
performandmergeseveralsearchqueriesin parallel. Note
thatby keepingthe lists of pointersin a �x ed-sizelist, we
are mainly preventingBob from learningstatisticalinfor-
mationon thekey wordsthathehasnot searched.For the
key wordsthatBob hassearched,he might still be ableto
learnsomestatisticalinformationfrom Alice's accesspat-
tern. This is acceptablefrom our point of view sinceAlice
only wantsto retrieverelevantdocumentsin the�rst place.

Notethata generaldisadvantagefor index searchis that
whenever Alice changesher documents,shemust update
theindex. Thereis a trade-off betweenhow muchindex Al-
iceupdatesandhow muchinformationBobmightbeableto
learn.For example,if Alice doesnotchangethelist of doc-
umentpointersfor onekey wordentrywhensheaddsanew
documentinto Bob's datastorage,Bob would be able to
tell thatthekey worddoesnotappearin thenew document.



Hence,Alice needsto updatea substantialpartof theindex
to hide therealupdateswhich canbequiteexpensive. It is
an interestingresearchquestionto developschemeswhich
supportmoreef�cient updates.

5.5 Mor eSecurity Issues

In all ourschemes,by allowing Bobto searchfor aword
�

weeffectivelydiscloseto him alist of potentiallocations
where

�

might occur. If we allow Bob to searchfor too
many words,hemaybeableto usestatisticaltechniquesto
start learningimportantinformationaboutthe documents.
Onepossibledefenseis to decrease� (sothatfalsematches
are more prevalent and thus Bob's information about the
plaintext is `noisy'), but we have not analyzedthe cost-
effectivenessof this tradeoff in any detail.

A betterdefenseis for Alice to periodicallychangethe
key, re-encryptall thedocumentsunderthenew key, andre-
ordertheciphertext accordingto somepseudorandomper-
mutation(known to Alice but not to Bob). This will help
prevent Bob from learningcorrelationsor otherstatistical
informationover time. This techniquemay also be help-
ful if Alice wantsto hide from Bob the placeswherethe
searchedwordoccursin thedocumentsof interest.

In all the schemeswe have discussedso far, we must
trustBobto returnall thesearchresults.If Bobholdsouton
usandreturnsonly some(but not all) of thesearchresults,
Alice will haveno way to detectthis. In our scopeof inter-
est,we assumeBob doesnot misbehave in this way. Even
whenthis typeof attackis present,it is possibleto combine
our schemewith hashtreetechniques[17] to ensurethein-
tegrity of the dataanddetectsuchattacks,althougha full
descriptionof thiscountermeasureis outof thescopeof the
paper.

6 RelatedWork

Many researchershave investigatedtheproblemof pro-
viding secrecy and integrity when using an untrusted�le
serveror externaluntrustedmemory[5, 12, 1, 6]. But asfar
aswe know, no previouswork hasprovideda solutionfor
searchingon encrypteddata. Securemulti-partycomputa-
tion andobliviousfunctionsarealsointenselystudied(see,
e.g., [14, 8]). We believe therecould be a solutionto the
problemof searchingon encrypteddatausingmulti-party
computation,but it would requirea high overhead,for ex-
amplemultiple servers.Our solutiononly needsoneserver
to searchon encrypteddata,andhenceis a morepractical
solution.

SeveralresearchershavestudiedthePrivateInformation
Retrieval (PIR) problem[9], sothatclientsmayaccessen-
tries in a distributedtablewithout revealingwhich entries
they areinterestedin. ThePIR literaturetypically aimsfor

very strong information-theoreticsecurity bounds,which
makesit harderto �nd practicalschemes:PIR schemesof-
ten requiremultiple non-colludingservers,consumelarge
amountsof bandwidth,do not guaranteethecon�dentiality
of thedata,do not supportprivatekeyword searching,and
do not supportcontrolledsearchingor queryisolation(but
see,e.g.,[16, 13, 10, 7] for importantexceptionswhich al-
low to removesome—but not all—of thoselimitations). In
contrast,althoughour schemedoesnot solve thePIR prob-
lem, it needsonly a singleserver (with no impracticaltrust
assumptions),haslow computationalcomplexity, andsup-
portsprivatekeyword searchingwith very strongsecurity
properties.

7 Conclusion

We havedescribednew techniquesfor remotesearching
on encrypteddatausingan untrustedserver andprovided
proofs of security for the resultingcrypto systems. Our
techniqueshave a numberof crucial advantages:they are
provablysecure;they supportcontrolledandhiddensearch
andqueryisolation;they aresimpleandfast(More speci�-
cally, for adocumentof length � , theencryptionandsearch
algorithmsonly need�����	� streamcipherandblock cipher
operations);andthey introducealmostno spaceandcom-
municationoverhead.Ourschemeis alsovery �e xible, and
it caneasilybe extendedto supportmoreadvancedsearch
queries. We concludethat this provides a powerful new
building block for theconstructionof secureservicesin the
untrustedinfrastructure.
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A Proofsof Security

De�ne �

�


�3 N P 3 4

�

�

Q

P

R

�

"

by

�

�

�

�

�

�

4 �$�.� B

(

�:K � �CB

(

�8�,/././M�0B

"

�:K � � B

"

���(�
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asshorthandfor the 5 -th block of
1 �

�

4
� . Pleaserefer to Section3 for notationandprecise

de�nitions of securityfor theprimitives � �:K �V1 .

Lemma A.1. If K is a �&78� 
��:9
N

� -secure pseudorandom
functionand 1 is a �&78�V9

4
� -securepseudorandomgenerator,

then �

�

(de�nedasabove)is a �&7

) 6

�:9�! � � -secure pseudo-
randomgenerator, where 9 !�� �F9
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andtheconstant
6

is negligible comparedto 7 .
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� � ���
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�VK � ���
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�8�,/./,/ ���

"

�:K � ���

"

���

where�

(

�./,/./M���

" are 
 independentrandomvariableseach
drawn from theuniform distributionon

Q

. Also, let @ bea
randomvariablewith theuniformdistributionon �

Q

P

R

�

"

.
We will write �

�

��� �8@ for the randomvariablesobtained
by choosing

�

�

�

4 uniformly at randomfrom 3 N P 3 4 .
The goal is to show that �

�

and @ are indistinguishable
to any computationally-boundedadversary. Theproof will
proceedby showing �rst that �

�

and � areindistinguish-
able,andsecondthat � and @ areindistinguishable.

First,weshow thatnoalgorithmwith runningtime 7

) 6

can distinguishbetween�

�

and � with advantagebetter
than 9

4 . Supposenot, i.e., thereexistsanalgorithm � with
runningtimeat most 7

) 6

and
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Thenweexhibit analgorithm 
 with runningtimeatmost 7

whichdistinguishestheoutputof 1 from atruly randombit
string with advantageat least 9

4 . The algorithm 
 works
in the following way: on input B � � B
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Q#"
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is auniformly-distributedrandomvariableon
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whichcontradictsour assumptionthatAdv � waslarge.
Second,we show that no algorithm with running time

7
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Then we constructan oracle algorithm 
 which distin-
guishesK from a truly randomfunction, as follows: 


chooses�

(

�././,/ ���

" uniformly and independentlyat ran-
dom, queriesits oracle � a total of 
 times with the in-
puts �

*

to receive the outputs � ���

*

� , runs � on the string
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output. We want to show that Adv 
 is large. Of course,
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Next, we notethat theabove two resultssuf�ce to show
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wherethe �nal line follows by applying the previous two
partsof theproof.
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is de�ned as before. This is an independently-
keyed version of the construction �
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LemmaA.1. In otherwords,thekey
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vectorof 
 independentrandomvariablesthatareuniformly
distributedon 35N .

Lemma A.2. If K is a �&78�
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functionand 1 is a �&78�:9�4 � -secure pseudorandomgenera-
tor, then � (de�ned as above, with independentkeys) is a
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Proof. Theoutlineof theproof is asin LemmaA.1, except
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 chooses�

(

�./,/./ � �

"

�
Q

,
�

(

�./,/./M�

�

*

&

(
�

3
N , and �

*

�

(

�./,/./ �

�

"

�

R

independentlyand uni-
formly at random; 
 usesits own key material to com-
puteK

�




���

(

�8�,/./,/ �:K
�0/

��


���

*

&

(

� usesitsoracle� to compute
� ���

*

� ; then 
 runs � on thestring

� � ���

(

�:K
�
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(

�8�,/././ ���

*

&

(

�:K
�

&

(

���

*

&

(

�8�

�

*

�A� ���

*

�(���

*

�

(

�

�

*

�

(

�././,/ ���

"

�

�

"

�

and�nally haltswith � ��� � asits output. By thede�nition
of 
 , we have !$#�% 


N

�

�

�('

� !+#,% � �
�

*

�5�

�('

. Also, we
seeeasilythat !$#�% 


�

�

�('

� !$#,% � ���

*

&

(

� �

�('

, sincethe
outputof a randomfunction � that is invokedonly onceis
uniformandindependentof everythingelsein sight.There-
fore,we �nd that

Adv 
 � �"!$#�% 


N

�

�

�('�)

!$#�% 


�

�

�('

�

� �"!+#,% � �
�

*

�$�

�('�)

!$#�% � �
�

*

&

(

�$�

�.'

�

� Adv ��� 9
N

�



whichcontradictsour assumptionthatAdv � waslarge.
Now a simpleapplicationof the triangleinequalitysuf-

�ces to show thatnoalgorithmcan �-7

) 6

�"
 8-9 N � -distinguish
�

"

� � from � � � @ : if � is any suchalgorithm,then

Adv � � �"!$#�% � �
�

"

�+�

�.'�)

!$#,% � ��� � �$�

�('

	

�

(��

*

�

"

� !$#,% � ���

*

�$�

�('*)

!+#,% � �
�

*

&

(

�$�

�('

�

; 
 8�9 N /

This suf�ces to completethe proof, since the rest of the
proofof LemmaA.1 now carriesthrough.

We are, at last, ready to considerthe construction �

abovewherenow thekeys
�

*

arenotnecessarilychosenin-
dependently, but insteadarechosenaccordingto somedis-
tribution � on �

Q

P

R

�

"

. We require� to havethefollow-
ing property:

De�nition 1. We say that a distribution � on the keys
�

(

�././,/M�

�

" hasthe twining propertyif, for all 5 , either (a)
there exists , ;.5 such that !+#�� %

�
4

�

�

*
'

�

�

, or (b) �

selects
�
4

uniformlyat randomfrom 3 N , independentlyof
�

(

�././,/M�

� 4

&

(

.

TheoremA.3. If K is a �-78�"
��V9�N � -secure pseudorandom
function and 1 is a �-78�:9�4 � -secure pseudorandomgener-
ator, and if the key

� �

�-35N �

�

is chosenaccording to
a distribution � with the twining property, then � is a

�&7

) 6

�V9
!

� -secure pseudorandomgenerator, where 9
!

�


 8J9
N2:

9
42:


 �&


) �

�

�

�

�

�

Q

� � andtheconstant
6

is negligi-
blecomparedto 7 .

Proof. First observe that we may, without loss of gen-
erality, reorder the keys so that, for all 5 , either
(a) !$#

�
%

�
4

�

�
4

&

(

'

�

�

, or (b)
�

4

is selected
uniformly and independentlyof

�
(

�././,/M�

�
4

&

(

. Thus,
we obtain a sequenceof keys of the form

�

�
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(

�././,/M�

� �
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�(� �

���
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�././,/ �
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�(�./,/./ �

� �

�

�,/././M�

� �

�

��� where the
� �

(

�

� �

@

�./,/./ �

� �

� areall independent.Let 


*

denotethenum-
ber of times that key

�

�

* is repeatedin
�

, and let � be a
function which associatesto each , the �rst 5 such that

!$#�� %

� 4

�

� �

*

'

�

�

.
Now we simply combine the techniquesused in the

proofsof LemmaA.1 andLemmaA.2. We usea hybrid
argumentasin LemmaA.2, this timede�ning �

*

by

�

*

�

�

�+� � ���

(

�VK �
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4

�

&

(

�VK ���

�
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�
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(

�(�

�

4

�
�

�
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�
�./,/./M���

"

�

�

"

�

wherewede�ne 5

�

�	� ��,
:

�

� . Wecansee(usingtheargu-
mentspresentedin the�rst partof theproofof LemmaA.1)
that �

�

� � is �&7

) 6

�V9
4

� -indistinguishablefrom � .
To obtain the desiredresult, we next show that eachpair

of neighbors�

*

&

(

� �

*

in thesequence� � ���

(

�,/././ ���

� is
�&7

) 6

�V9 N : 


*

�&


*M) �

�

�

�

�

�

Q

� � � -indistinguishable.
Supposenot,i.e.,thereexistssome, andsomealgorithm

� distinguishing�

*

from �

*

&

(

with advantageAdv � �

9 N : 


*

�&


*E)I�

�

�

�

�

�

Q

� � . Let 5 �
� ��, � and 5

�

�
� ��, :

�

� .
Thenwe constructanoraclealgorithm 
 thatdistinguishes

K from a truly randomfunction, as follows: 
 chooses
�

(

�./,/./M���

"

� Q

,
� �

(

�././,/ �

���

*

&

(

�

3 N , and �

4

�:�./,/./ �

�

"

�

R

independentlyanduniformly at random;
 usesits own
key material to compute K��




�CB

(

�(�./,/./ �VK �

�
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�CB

4

&

(

� and
usesits oracle � to compute� �CB

4

�8�0� �CB

4

�

(

�8�./,/./ �0� �CB
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(

� ;
then 
 runs � on thestring

� � �3���

(

�:K �




���

(

�8�,/./,/M���
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�
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�
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(
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4
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�
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�

�
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and�nally haltswith � ��� � asitsoutput.Wehave !$#,% 


N
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�

�('

� !$#�% � �
�

*

� �

�.'

. Also, usingtheargumentin thesec-
ondpartof theproofof LemmaA.1, weobtainthebound

!+#,% 
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�

�.'

	 !+#,% � ���

*
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�+�
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*
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� �8�

fromwhichwemayconcludethatAdv 
 � Adv �

)




*

�&


*V)

�

�

�

�

�

�

Q

� � � 9
N , andthis contradictsour assumptionthat

Adv � waslarge.
Finally, usingthetriangleinequality, andnotingthat

�

(��

*

�

�
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*M) �

�

�

�

Q

�

	


 � 


) �

�

�
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�

weobtainthedesiredresult.

Next, we considerthe securityof � whenthe key ma-
terial is chosenusinga pseudorandomfunction ��
 3ON P

�����

���
�

�

3 N insteadof usingtruly randombits. We will
require

�

 

�

3
N to bechosenuniformly at random,inde-

pendentof everythingelse.

TheoremA.4. SupposeK is a �&78�"
��V9
N

� -securepseudoran-
domfunction, � is a �&78�"
��V9

 
� -secure pseudorandomfunc-

tion, and 1 is a �-78�:9
4

� -secure pseudorandomgenerator.
Supposemoreover that we choosethe keys

�

*

as
�

*

�

���
� �

�

*

� . Then � will bea �&7

)!6

�V9"! � -secure pseudoran-
dom generator, where 9�! � 
 8�9

N :
9

 :
9

4 :

 � 


)

�

�

�

�

�

�

Q

� � .

Proof. Wewill show thattheresultingdistribution � onthe
keys hasan `approximatetwining property', in the sense
that � is computationallyindistinguishablefrom a distri-
bution with the twining property. In particular, the latter
distribution is givenby therandomvariables

�

�

*

� � �

�

*

� ,
where� is atruly randomfunctionselecteduniformly from
thesetof all mapsfrom �����

�	� �

to 3
N .



A straightforward simulationargumentshows that the
randomvariables� �

�

�

�

4 � and � �

�

�

�

�

4 � are �-7

) 6

�V9  � -
indistinguishable.Supposenot, so that thereexists an al-
gorithm � that distinguishesthosetwo randomvariables
with running time at most 7

) 6

andadvantageAdv � �

9" . Thenwe show that we canconstructan adversary 


which �&78� 
��:9� � -breaks � . The oraclealgorithm 
 works
as follows: 
 picks

�

4

�

3 4 uniformly at random; 


computes�

*

��� �

�

*

� using its oracle � and computes
�CB

(

�,/././M�0B

"

� �=1 �

�

4 � ; then 
 runs � on the string � �

�CB
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�VK��
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(

�8�,/./,/ �AB
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�VK��

�

�CB

"

�3� and �nally haltswith � ��� �

asits output.Wehave !$#,% 
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�
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�
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. Thus
Adv 
 � Adv � � 9  , which contradictsour assumption
thatAdv � is large.

Finally, we notethat
�

�

hasthetwining property, soby
TheoremA.3, the randomvariables� �

�

�

�

�

4 � and @ are
�&7

) 6
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$8 9�N
:

9�4
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� � � -indistinguishable.
Applying thetriangleinequalitycompletestheproof.

A �nal goal is to show that theschemeof Section4.4 is
secureevenafterwe revealonekey

�

*

sothata servermay
performa searchonour behalf.Let ��� 


Q

P

R �

Q

bea
projectionontothe�rst component,sothat ��� ����� �3�'� � � � .

TheoremA.5. Suppose� is a �-78�"
��:9�� � -securepseudoran-
dom permutation, K is a �-78�"
��:9

N
� -secure pseudorandom

function, � is a �-78�"
��:9  � -secure pseudorandomfunction, 1

is a �&78�V9�4 � -securepseudorandomgenerator, andwechoose
the keys

�

*

as
�

*

� �
�

� ���

*

� where �

*

�	�
� ���
�

� � �

�

*

� � � .
Then � will bea �-7
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� -secure pseudorandomgener-
ator, where 9

!
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>8,9�N

:
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:
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�

Q
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Moreover, if wediscloseone

�

*

andconsidertheprojec-
tion of � wherewediscard all outputsat positions5 where

�

4

�

�

*

, thenweobtaina �&7

))6

�:9

�

!

� -secure pseudoran-
domgenerator, where 9
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:
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Proof. The techniquesusedin the proof of TheoremA.4
applydirectly (replacingthe

�

*

's with �

*

's), andonemay
readily seethat � is a �-7

)76

�V9"! � -securepseudorandom
generator.

Now, supposewedisclose
�

*

. Let E denotetheeventthat
thereexistssome5 with

�

4

�

�

�

*

but �

4

� �

*

. We may
observethat !+#,% E

'

	 9
�

:
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�

Q

� . Let �

�

bethedistribution
� modi�ed by projectingawayall keysatpositions5 where

�
4

�

�

*

. Note that �

�

representsthedistribution of key
materialfor theprojectedversionof � . Also, whencondi-
tionedon theeventE, thedistribution �

�

hasthe `approx-
imatetwining property' usedin theproof of TheoremA.4,
andthusthoseresultsapply to theprojectedversionof � .
Thedesiredresultfollows.


